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I ntroduction to the special issue on
Privacy in Statistical Databases

Privacy in statistical databases is more than a need nowadays. While the demand for
detailed statistical information grows steadily, so does the legal and ethical obligation
to protect the right of individuals about keeping their data away from the general public
access. It makes sense that respondents are willing to participate in surveys only if
there is a guarantee that their individual responses will not be disclosed and they may
be worried about the access to data, which is easier than ever.

Both collectors, who spend time and effort to gather individual data, and respondents,
who want to preserve their private records, have concerns about the need to keep to
minimal confidentiality standards. However dealing with the protection and disclosure
of statistical information poses a bunch of relevant and interesting methodological
problems that have open up a fruitful area of research, which has also benefited from
contributionsin the field of computer science.

The current issue of SORT-Statistics and Operations Research Transactionsis composed
by a selection of papers by authors that participated to the PSD’2010-Privacy in Statis-
tical Databases international conference held in Corfu (Greece) in 2010. PSD’2010
was a conference sponsored and organized by the UNESCO Chair in Data Privacy and
the CONSOLIDER ARES project, with proceedings published by Springer-Verlag in
Lecture Notes in Computer Science. Its purpose was to attract world-wide, high-level
research in statistical database privacy. The conference was a successor to PSD 2008
(Istanbul, Sep. 24-26, 2008), PSD 2006 (Rome, Dec. 13-15, 2006) and PSD 2004
(Barcelona, June 9-11, 2004), all with proceedings published by Springer in LNCS
5262, LNCS 4302 and LNCS 3050, respectively. Those four PSD conferences follow
atradition of high-quality technical conferences on SDC which started with “ Statistical
Data Protection-SDP' 98", held in Lisbon in 1998 and with proceedings published by
OPOCE, and continued with the AMRADS project SDC Workshop, held in Luxemburg
in 2001 and with proceedings published in Springer LNCS 2316.

The editorial committee of SORT-Statistics and Operations research Transactions has
had the pleasure to invite Josep Domingo-Ferrer and Viceng Torra to become guest
editorsfor this special issue of thisjournal.

The selected articles are an extended version of those presented to the PSD’2010
conference and differ in more than 25% to the original content published in the
proceedings. All featured articles have undergone the usual blind referee process and
were handled by the invited editors of this special ssue.



Thefirst article is by Philipp Bleninger, Jorg Drechsler and Gerd Ronning. It is avery
interesting piece of research entitled “Remote Data Access and the Risk of Disclosure
from Linear Regression”. Here the authors point out to the risk that an intruder who
makes educated queriesto a database can disclose sensitiveindividual information using
a simple linear regression. The results are of interest to agencies who are about to
implement security barriers and it can also be useful to determine which type of queries
should be allowed.

“Coprivacy: An Introduction to the Theory and Applications of Co-operative Privacy”
isthe topic addressed by Josep Domingo-Ferrer in hisarticle. He presents the concept of
coprivacy or co-operative privacy to make privacy preservation attractive. After a bril-
liant discussion of the new theory, concepts are illustrated in P2P anonymous keyword
search, in content privacy in social networks, in vehicular network communications and
in controlled content distribution and digital oblivion enforcement.

Arnau Erola, Jordi CastellO-Roca, Guillermo Navarro-Arribas and Vi ceng Torra present
an article about “Using the Open Directory Project to protect query logs with semantic
microaggregation”. In their work they focus on the anonymization of web search logs
and indicate that existing classical methods can pose a problem of loss of utility of
those logs. Their notable contribution is based on methods that are typical for statistical
disclosure control, which improve data usefulness when compared to other aternatives.

The next contribution is made by Sarah Giessing and Jorg Hohne on “ Eliminating Small
Cells From Census Counts Tables: Empirical vs. Design Transition Probabilities’.
These authors present a splendid analysis the software SAFE, that has been used in
the State Statistical Institute Berlin-Brandenburg already for several years. The authors
compare empirically observed transition probabilities that arise once the protection
algorithm is implemented to transition matrices in the context of variants of micro-
data key based post-tabular random perturbation methods that have been proposed in
the literature.

Jason Lucero, Michael Freiman, Lisa Singh, Jiashen You, Michael DePersio and Laura
Zayatz present an article on “The Microdata Analysis System at the U.S. Census
Bureau”. They show the features of a system that is under development, which will
allow users to receive certain statistical analysis of Census Bureau data, such as cross-
tabulations and regressions, without ever having access to the data themselves. Such
analyses must satisfy several statistical confidentiality rules (including the requirement
to remove some observations before the analysis is performed) and those that fail these
rules will not be output to the user. Approaches to creating a system of this sort,
evaluation of its effectiveness and some directions for future research are discussed in
this exceptional contribution.

Finally, Anna Oganian also makes a remarkable contribution on “Multiplicative Noise
for Masking Numerical Microdata with Constraints’. In her paper, she presents several



multiplicative noise masking schemes that are applied by statistical agencies under
the form of Statistical Disclosure Limitation (SDL) methods, which are applicable to
microdata (i.e. collection of individual records) and are often called masking methods.
The new schemesthat are proposed by Anna Oganian are designed to preserve positivity
and inequality constraintsin the data together with means and covariance matrix.

| wish you enjoy the reading. Besides the topics represented in this selection of
excellent articles, there is much more to be done. The methodological challenges and
the increasing concern in our society about the need to protect privacy are obvious, and
there is no doubt that our audience of practitioners and academicsis waiting for deeper
insights.

Let me finish with a sincere acknowledgment to the invited editors Josep Domingo-
Ferrer and Viceng Torrafor producing this remarkable special issue of SORT-Statistics
and Operations Research Transactions, and for giving our readers the opportunity to
plunge into the knowledge of privacy in statistical databases.

Montserrat Guillén
Editor in Chief
Barcelona, March 24th, 2011



SORT Special issue: Privacy in statistical databases, 2024, 7

Remote data access and the risk of disclosure
from linear regression

P. Bleninget, J. Drechsléef*, and G. Ronning

Hnstitute for Employment Researdfjibingen University

Abstract

In the endeavor of finding ways for easy data access for external researchers remote data access
seems to be an attractive alternative to the current standard of data perturbation or restricted
access only at designated data archives or research data centers. However, even if the microdata
are not available directly, disclosure of sensitive information is still possible. We illustrate that an
ill-intentioned user could use some commonly available background information to reveal sensitive
information using simple linear regression. We demonstrate the real risks from this approach with
an empirical evaluation based on a German establishment survey, the IAB Establishment Panel.

MSC: 62368, 62P68

Keywords: Remote Data Access, Data Privacy, Disclosure, IAB Establishment Panel, Linear
Regression, Artificial Outlier, Strategic Dummy.

1. Introduction

Data collecting agencies generally have two options if they are willing to provide access

to their data for external researchers. They can release data sets to the public if they can
guarantee that the dissemination will not harm the privacy of any survey respondent or
they can allow external researchers on-site access to the data in research data centers
(RDC) or data enclaves. Since most data have to be altered in some way to allow data
dissemination, many researchers prefer the direct access to the unaltered data at the
RDC, especially if the data dissemination requires perturbation of the microdata. For
this reason more and more agencies deposit their data at data enclaves or set up their own
research data centers. However, the use of these facilities comes at a high price both for

*Corresponding authoridg Drechsler, Institute for Employment Research, Regensburger Str. 104, 90478 Nurem-
berg; e-mail: joerg.drechsler@iab.de
Received: November 2010
Accepted: March 2011



8 Remote data access and the risk of disclosure from linear regression

the researcher and the providing agency. Researchers have to travel to the agency before
they ever get in touch with the original data. Although some agencies provide dummy
data sets to give the researcher an idea of the real data, these dummy data sets often
are of very low quality and the researcher might not realize that the data collected by
the agency is not suitable for her analysis before traveling to the agency. Furthermore,
researchers can request a certain time slot at the RDC in which they expect to finish their
research. Itis very difficult for the researcher to anticipate how long the data preparation
will take without access to the data, and unexpected problems might require more days
than the admitted time slot will allow. Besides, if the researcher wants to extend her
research maybe using more variables than she asked for in the original proposal, she
might have to go through the complete reviewing process again before she can actually
add the variables to her analysis. On the other hand, the agency has to check every output
from the analysis for potential disclosure violations. Only cleared outputs may leave the
RDC and may be used by the researcher for publication. At present, this output checkin
is still carried out manually. With the growing popularity of the RDCs the capacity of
handling all this output checking is at the limit.

Given these drawbacks remote data access seems to be the panacea for data access
for external researchers. In an ideal world full remote access would enable the external
researcher to connect to a host server from her desktop machine. She would see the
microdata on the screen and would be allowed to manipulate them in any way but
the actual data would never leave the server and it would not be possible to store the
microdata on the desktop computer. Requested queries would be automatically scanned
for possible confidentiality violations and only those queries that pass the confidentiality
check would be answered by the server. Remote access would free the researcher from
the burden of traveling to the RDC and it would render the cost intensive and time
consuming manual output checking unnecessary. However, there are many obstacles
with this approach making the full implementation of a remote data access more than
guestionable. Apart from the technical issues of guaranteeing a safe connection between
the desktop computer of the external user and the microdata server at the agency, direct
access to the unchanged microdata is prohibited by law in many countries. For example
in Germany, the data accessible for external researchers is requiredde taeto
anonymised which means that the effort that is necessary to identify a single unit in
the data set is higher than the actual benefit the potential intruder would achieve by
this identification. This is still a privilege compared to thbsoluteanonymity that
is required for all published results. One solution in this context could be that the
researcher would only see an anonymised version of the microdata on her screen but the
queries she submits to the server would actually be run on the original data. However,
this would still require the server to identify all queries that might lead to a breach of
confidentiality.

Some of these queries are easy to identify. For example queries that ask for the
maximum or minimum of a variable should never be allowed. For tabulation queries
potentially identifying small cells could be suppressed using standard rules from the
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cell suppression literatureHowever, there are other analyses for which it is not that
obvious that they actually might impose an increased risk of disclosure and illustrating
this for a specific set of queries is the main aim of this paper.

We focus on the risks from simple linear regression analysis under the assumption
that the user will never see the true microdata. Given the legal restrictions in many
countries (see discussion above), we believe that even under remote access the user will
only see an anonymised version of the true microdata. In this sense our notion of remote
access is located somewhere in the middle between the dream of a full remote access
and the idea of a remote analysis server that can only answer specified queries without
providing access to any microdata at all. We note that our findings are also relevant in
the context of a plain remote analysis server.

Often regression analysis is considered as safe in the sense that it is assumed that
no output checking is required. Following the discussion in Gomatiaah. (2005) we
illustrate that an intruder with background knowledge on some of the variables contained
in the data set can get accurate estimates for any sensitive variable she is interested in
using only the results from a linear regression analysis. We use the IAB Establishment
Panel to demonstrate empirically that at least for business data very limited and easily
available background information can be sufficient to allow the intruder to obtain
sensitive information with this approach.

The remainder of the paper is organized as follows. Section 2 recapitulates the basic
concept that allows the intruder to retrieve sensitive information for a single respondent
based on the background information she has about that respondent. In this section we
follow the outline described in Gomataghal. (2005). In Section 3 we briefly introduce
the data set we used for the empirical simulations: the IAB Establishment Panel. This
data set is used in Section 4 to illustrate that only very limited background information
is required to learn sensitive information about a survey respondent in this setting. The
paper concludes with some final remarks.

2. The formal approach

In the following we assume that the intruder has at least approximate knowledge about
some of the variables contained in the survey for a certain survey respandtrs
important to note that this knowledge may refer to any set of variables in the data
set, no matter if the variables are sensitive or not. For example in a business survey,
the external information available to the intruder might be the energy consumption or
the total production time. The intruder would then use these variables for obtaining
information on sensitive variables such as investment, sales, or research expenditures.

1. Even cell suppression can quickly become problematic, iflileavaynamic queries. In this case, the server
would have to keep track of all earlier queries and would have to guarantee that requests submitted at a later point
in time would not allow the calculation of cell entries that are being suppressed now.
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In the following we denote the variable for which information is at handlayd the
true value for this variable provided by the survey responaterty x2. Let X, be
the external information the intruder obtained about the survey respondemtthis
variable. Finally, let, be the reported value for respondemtor the sensitive variable
of interesty.

Gomatamet al. (2005) pointed out that the knowledge»gf rhay be used to obtain
information for any other variable contained in the microdata set for this respondent
by making the variable of interest the dependent variable in a simple linear regression
analysis. The authors propose two approaches: (i) The intruder could generate an
“artificial outlier” obtained by transformation. (ii) Alternatively, the intruder could
employ a “strategic dummy variable” which uses the background information for
identifying the respondemb.

2.1. Artificial outliers

For the artificial outlier approach we assume the intruder knows the exact reported value
for xm, that isx;, = x?n. She defines a new regressor variable

1
= ——F—F——
X — K| + €

1)

wheree is arbitrarily small. If we include this regressor variable in a linear regression
with the variable of interest specified as the dependent variable, the regresgbr
become extremely large for the responderand therefore generates a leverage point
such that the predicted value of the dependent variable tends towards the truglvalue
for this respondent. A formal proof that

im Ym = ym

Zm—00
holds, is given in Appendix Al. It is important to note that this is true only if no other
respondent reports a value fothat is equal to®,. If other respondents report the same
value,ynm, will generally not be predicted exactly (see Appendix Al for details).

2.2. Strategic dummies

Alternatively, the intruder could define a dummy that exploits the knowledge regarding
the variablex. In case of exact knowledge of the reported value the dummy would be
given by

(1 ifx=%n
Dot = { 0 else. @
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In other situations only vague information might be available represented by an interval
in which the true valued, must fall. This range might be formulated in additive or
multiplicative terms, that is

o=y <Sn <X +71 or (1—8) <K< (148X,

Thus, assuming only approximate knowledge one would create a strategic dummy
according to

1 ifX—y <KXm<X+Y
Do = { 0 else (3)

or the corresponding multiplicative specification mentioned above.
It is shown in Appendix A.2 that a simple regression which uses just this dummy
variable and any variable of interest as the dependent variable will result in

ym:)’?n-

The result remains valid if other regressors are added to the model (see Appendix A.2).

However, the proof again is based on the assumption that only a single respondent
is identified using the knowledge regardirglf x is a categorical variable, this is an
unrealistic assumption and even for continuous variables more than one respondent
may report the same value. Still, with the dummy variable approach the constructed
dummy can easily be based on more than one variable exploiting all the information
the intruder has about the survey respondent. In our business survey example this could
mean that the intruder uses her information about the industry, an approximate number
of employees, and regional information about the establishment she is looking for. In
this case we could define an indicator dummy for each variable for which the intruder
has background information.

Letxy,...,Xp be the variables for which background information is available and let
0y, ...0p be the corresponding indicators defined as in (2) or (3). Now the final indicator
can be defined as follows:

0 :{1 if 01 =1A0=1A---A0p=1 4)

0 else.

Itis important to note that both the artificial and the strategic dummy approach critically
rely on the assumption that a single record can be identified with the external information
the intruder has aboun. However, the artificial outlier approach requires that the
intruder knowsd®, exactly. This is often unrealistic in reality. With the dummy variable
approach it can be sufficient to have a rough estimaié,of
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3. The IAB Establishment Panel

Since our empirical evaluations in the next section are based on the wave 2007 of
the IAB Establishment Panel a short introduction of the data set should prelude our
illustrations. The IAB Establishment Panel is based on the German employment register
aggregated via the establishment number as of 30 June of each year. The basis of
the register, the German Social Security Data (GSSD) is the integrated notification
procedure for the health, pension and unemployment insurances, which was introduced
in January 1973. This procedure requires employers to notify the social security agencies
about all employees covered by social security. As by definition the German Social
Security Data only include employees covered by social security —civil servants and
unpaid family workers for example are not included— approx. 80% of the German
workforce are represented. However, the degree of coverage varies considerably across
the occupations and the industries.

Since the register only contains information on employees covered by social security,
the panel includes establishments with at least one employee covered by social security.
The sample is drawn using a stratified sampling design. The stratification cells are
defined by ten classes for the size of the establishment, 16 classes for the region, and 17
classes for the industry.

These cells are also used for weighting and extrapolation of the sample. The survey
is conducted by interviewers from TNS Infratest Sozialforschung. For the first wave,
4,265 establishments were interviewed in West Germany in the third quarter of 1993.
Since then the Establishment Panel has been conducted annually —since 1996 with over
4,700 establishments in East Germany in addition. In the wave 2007 more than 15,000
establishments participated in the survey. Each year, the panel is accompanied by sup-
plementary samples and follow-up samples to include new or reviving establishments
and to compensate for panel mortality. The list of questions contains detailed infor-
mation about the firms’ personnel structure, development and personnel policy. For a
detailed description of the data set we refer to Fis@iteal. (2008) or Kolling (2000).

For the simulations we use one data set with all missing values imputed. We treat all
imputed values like originally observed values for simplicity. See Drechsler (2010) for
a description of the multiple imputation of the missing values in the survey.

4. Empirical evidence

For our empirical evaluations, we use the wave 2007 of the establishment survey and
treat the turnover of an establishment as the sensitive variable to be disclosed. Thus, we
exclude all entities from the survey that do not report turnover such as non-industrial
organizations, regional and local authorities and administrations, financial institutions,
and insurance companies. The remaining data set includes 12,814 completely observed
establishments. We analyze different subsets of the dataset defined by quantiles of the
establishment size to illustrate the increased risk for larger establishments.
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Table 1. Disclosure risk evaluations using an artificial outlier generated from establishment size.

quantile N prop. uniqu. Adll A uniqu.
identified identified identified
all 12814 0.034 13773.795 0.001
size 0.5 6516 0.066 26936.156 0.001
0.75 3217 0.134 51952.053 0.001
0.9 1282 0.335 1.957 0.001
0.99 129 0.969 0.011 0.0001

4.1. Empirical evidence for artificial outliers

Using the number of employees as the available background information we construct a
variablez according to (1) setting = 0.0001. To evaluate the risks for the complete
data set we successively treat each record in the data set as thentdigetvhich
background information is available. Table 1 summarizes the results of the artificial
outlier regressions for different subsets of the data. The first column defines the subset
of the data. For example, the results for the 90% quantile represent only the largest 10%
of establishments. The second column provides the number of records that are contained
in the subset. Column 3 contains the percentage of records that are uniquely identified
based on an artificial outlier derived from the establishment size, i. e. it contains the
percentage of unique high leverage points regarding the number of employees. If there
is more than one high leverage point, additional establishments reduce the prediction
accuracy for the target’s turnover (see the proof in Appendix A.1). Column 4 presents
the average absolute relative error between the predicted and the observed value for
turnover for the target recom, i.e.

1 |)7m:j—Ym:j|
A= — — 5
TP (5)

for all records in the subset. Finally, column 5 presents the same quantity only for the
records that are uniquely identified and therefore generate a unique high leverage point
for z.

As expected the disclosure risk clearly increases with establishment size. Under
the assumption that the intruder would know the exact reported establishment size,
we observe a substantial increase in the risk when going from the largest 10% of the
establishments (33.5% correctly identified) to the largest 1% of establishments (96.9%
correctly identified). Below these thresholds identification risks are relatively low since
establishment size alone will not uniquely identify a single record. The results in column
4 illustrate that generally risks are low as long as a unique identification is not possible.
The average absolute relative error is very large (often far more than 100%) indicating
that the predicted value on average differs substantially from the reported value. Finally,
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all the values close to zero in the last column are by no means surprising. This is a direct
result of the proof given in Appendix A.1. We only include these results to emphasize
that once a record is uniquely identified, the intruder does not have to have direct access
to the microdata. Instead she can use the artificial outlier approach (or the dummy
variable approach discussed below) to exactly reveal any sensitive information about
the identified record.

Often the intruder will have more background information on the target than just
one variable. Generally she can use this information to generate more artificial outliers
and also include them in the regression. For brevity we omit the proof that an exact
prediction is possible with more than one outlier variable. A detailed proof can be found
in Ronninget al. (2010).

However, simply using two outlier variables in the regression will not necessarily
increase the number of uniquely identified records. The proof only holds if both
outliers individually identify the same single record uniquely. This means that in general
there is no benefit from adding a second artificial outlier to the regression since the
dependent variable will only be predicted correctly for those units for which one of
the background variables alone already uniquely identifies the target. The same results
would be achievable if the intruder would run two separate regressions using one
outlier at a time. To fully utilize the additional background knowledge the intruder
should interact the background variables and apply the artificial outlier approach to the
interaction term. If the joint background information identifies a record uniquely, the
value of the interaction term will also be a unique value in the data set.

We illustrate the increased risks if the intruder has information on more than one
variable in Table 2. We assume the intruder knows the exact number of employees and
the German Federal State in which the establishment is located and uses the interaction
of the two variables to generate the artificial outlier.

As expected the disclosure risks increase considerably. For example 15.9% (87.2%)
of the establishments in the complete data set (of the largest 10% of the establishments)
are identified uniquely compared to only 3.4% (33.5%) if the establishment size is used
alone to identify the target. In theory the intruder could further improve her results if
more background information is available. The more variables are interacted to generate
the artificial outlier the higher is the chance of a unique identification and thus a perfect

Table 2: Disclosure risk evaluations using artificial outliers generated from the interaction term of
establishment size and German Federal State.

quantile N prop. unigu. Adll A uniqu.

identified records identified
all 12814 0.159 17820.512 0.035
size*fed. 0.5 6516 0.312 33908.516 0.036
state 0.75 3217 0.596 63907.225 0.006
0.9 1282 0.872 0.338 0.0003

0.99 129 1 1.86%107° 1.86%107°
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prediction. However, a regression using three-way, four-way or even higher interaction
terms will look very suspicious or might not be allowed in a remote access setting.

4.2. Empirical evidence for strategic dummies

For the strategic dummy approach we evaluate for each record if a unique identification
is possible using a varying amount of background information. For the background in-
formation we chose four variables that we believe are easy to obtain for an intruder from
public records, namely the (approximate) size of the establishment, i.e. its (approximate)
total number of employees, the German Federal State the establishment is located in, its
legal form and its industrial sector (recorded in 40 categories). We evaluate the increase
in risk if these variables are added successively to the strategic dummy. The results are
summarized in the Table 3. Not surprisingly the same percentage of records as in Ta-

Table 3: Disclosure risk evaluations using the strategic dummy approach.

quantile N indicators prop. uniqu. Al A uniqu.
Ok identified records identified
exact size 0.034 13801.825 0
al 12814 approx. size 0.0009 11025.450 0
+ federal state 0.023 11739.574 0
+ legal form 0.116 13633.345 0
+ branch 0.658 1.478 0
exact size 0.066 26985.871 0
05 6516 approx. size 0.002 21526.008 0
+ federal state 0.046 21945.190 0
+ legal form 0.200 26774.728 0
+ branch 0.846 0.323 0
exact size 0.134 52023.417 0
0.75 3217 approx. size 0.003 40965.983 0
+ federal state 0.085 39651.427 0
+ legal form 0.228 48390.483 0
+ branch 0.868 0.147 0
exact size 0.335 1.956 0
0.9 1282 approx. size 0.009 4.296 0
+ federal state 0.186 1.944 0
+ legal form 0.352 1.499 0
+ branch 0.895 0.070 0
exact size 0.969 0.011 0
0.9 129 approx. size 0.085 1.311 0
+ federal state 0.682 0.136 0
+ legal form 0.806 0.055 0
+ branch 0.953 0.021 0
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ble 1 are identified, if the exact establishment size is used as a dummy. Relaxing the
unrealistic assumption of exactly knowing the size of the establishment we use an
indicator for the approximate total number of employees that identifies all records that
lie within £2.5% of the reported establishment size. This information alone almost
never uniquely identifies a record in the data set. Even for the top 0.1% of establishments
only 31% are uniquely identified. However, adding more information significantly
increases the risk. When all four background variables are used, more than 65% of
the establishments are identified uniquely in the entire data set. Since arguably intruders
will only be interested in the larger establishments and not in small family businesses,
the fact that almost 90% of the records can be uniquely identified for the largest 10%
of the establishments based on very little background information is an alarming result.
Again, we only include the results in the last column of the table to emphasize that
once arecord is uniquely identified all information in the data set for that record can be
revealed easily without access to the actual microdata.

This leads to the question how the intruder will know that she has indeed uniquely
identified themth respondent. Of course, the natural way would be to check the
residuals of the regression for zeroes. However, residuals usually are not reported in
remote access. Alternatively, for the dummy variable approach the intruder could check
the mean of the generated dummy variable which should fmeirl case of unique
identification. If the agency decides to suppress means for binary variables with few
positive (or negative) outcomes, the intruder could compute the variance of the dummy
variable. Given a unique identification it should be equalao([J) = 1/n+1/n?. Both
approaches are of course not possible when generating an artificial outlier sinoél
just be a new continuous variable with unknown mean and variance. In this case, the
intruder might check, if a uniqgue maximum exists 20Only if the maximum is unique,

a single record has been identified. However, such requests will likely be suppressed by
the remote server. This can be seen as an additional argument in favor of the strategic
dummy approach.

5. Conclusion

It is obvious that agencies —once they are aware of the risks described in the previous
sections — can easily prevent this type of disclosure, e.g. by prohibiting regressions that
contain dichotomous regressors with less than say 3 positive outcomes or by allowing
only certain transformations for the variables. But it is important that the agency must

be aware of the problem to prevent it. The point that we are trying to make is that

there are many constellations that might lead to a risk of disclosure. Some are obvious
whereas others are more difficult to detect in advance. Full remote access without any
intervention of the agency would require that all possible constellations are considered
and ruled out before data access is provided. The risk from linear regressions that is
the main topic of this paper is only one example of a disclosure risk that might not
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be obvious at first glance. We believe there are many other situations that might be
equally harmful. For example it is well known that saturated models can reveal the
exact information for small cell table entries that would have been protected by cell
suppression or any other statistical disclosure limitation technique if the table would
have been requested directly. We believe that more research in the area is needed to
detect other user queries that might impose a risk of disclosure. Whether it will be
possible to rule out all potential disclosure risks in advance remains an open question.
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A. Artificial outliers and strategic dummies
We consider the linear model
y=XB +u, (6)

wherey andu aren-dimensional vectors is aK-dimensional vector an¥ a (n x K)
matrix withe’ = (1,1,...,1) as the first column. The vector of predicted values is given

by

§=X(X'X) ' X'y=Hy 7)
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whereH, called the hat matrix, measures the “leverage” of a certain regressor (see, e.g.
Hoaglin and Welsh (1978)).

A.1 Artificial outliers

In the following we assume that the observations are ordered such that observations
for survey respondent are in the first row of the data matrix. Therefaecontains

the artificial outlier which tends towards infinity; compare the definition (1) of artificial
outliers in the main text.

Unique identification

In the special case of a simple regressikin 2) with
X=(t z)

the elements of the hat matrix are given by

hj = nz;z (212‘2 ZJZZu ZkZlZ.+nz,Z|<>

with j=1,...,nandk = 1,...,n. Therefore thgth element of the vector of predicted
valuesy is given by

TRV S S I

and in particular foj = 1 we have

. 1 n n n n
R I k; [212.2 zli;z zki;z Nz1Z| Y

L

_ (zi”zlz-z —2 Zi”zlz) SheaYk (317 —nz) SR AN

ny7Z—(y2)* DX
_ (Z+31Z —a(z+3i13)) Y1k (@312 —nz) (Zyr + o1 2VK)
NZ+Yi1%) — (2 +3i-12)? NZ+3i17) — (2 +3i-12)?

=A—-B.
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In order to obtain results far;, — « we write the two terms as follows:

(20 549) (10 559 5o
o) - ()

and
(2452 1) (s )

o) ()

from which we obtain

lim §1 = lim (A-B) = — — = 1. (8)

Z1— Z!|_—>00
Therefore for a sufficiently large we can approximatg, by its predicted valug;~
Non-unique identification

To this point we assumed that the target is uniquely identified by the background
information resp. the transformed outlier generating variable (see (1) in the main text).
Now consider the case where more than a single subject is identifigg ®sp.z. In

this case the matrix containing the outlier is given by

We assume] subjects are identified, i.e. have the exact same value for the background
variable as the target record. Thegesubjects are transformed to artificial outliers.
Without loss of generality let them be the figtobservations in the dataset, is a
g-vector of ones an@ a (n— q)-vector of zeros so that

1 / /

qzijuzbq;z lezb 2,7,
and
o 1 Zigtl, Z1tqZ, ~
! v/ (v avq “bae2 _
X2 (X5X2) 7X5 (y X1I31> 025, o7 <2122L 2,7, > (y X1131>-

The predicted values are given by

- 1 Zigt!, z1tqZ -
90— X8 + 1lalq 942 ) ( _X )
y=XiB, 42+ 512 ( nz0y 222 y—Xiby
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respectively
(-
yn—q

i) e (25 {0) - () 8
X1in—q ! Z%—i— z|>q2|2 uz1 227 Yn—q X1n-q !

For the firstq elements of the vectdrof predicted values we get

:X s Zz / / q — q
Yo = X1aB1 + AZ+Yi-qZ (Zte 2tz ) {< Ynq > < X1n—q )ﬁl}

:quﬂl
1 2 ~
9243522 Ttatq (Yq — X19B1)
i>q
1 n
W 1quz(yn q —X1n-qB1)
i~q4
:quﬁl
1 , ~
+ ququ'z tatq (Yqg— X19B1)
1 1 n
t Z_ll’qzlz(yn—q_xl-,n—Qﬁl) 9)
q-+ 2

If z becomes infinitely large the limit of the predicted values is

1 - 1 -
ZLILHW Yq= abqba Y+ X1gB1 — a"q'faxlqﬁl (10)
resulting in
yi :yq + ( 1, Xi2_)_(é]2)7 sy XK _)_(EIK) )Blai =12....q (11)
Here we use

‘—}qy- and ‘(k)—}qxi k=2,...,K
inI Xq qI; Kk PR
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Both (10) and (11) show that

e if g=1, i.e. unique identification, the result reduces to (8) becgysey; and
oK)

Xy = X for all regressors.
e If only the artificial outlier generating is used in a simple linear regression it
holds that
limy = vy, i=1,....0,
Z]—®

for all g subjects selected.

¢ In general however, under non-unique identification no clear-cut statement regard-
ing the difference between andy; ,i = 1,2,...,q, can be made.

A.2 Strategic dummy variables
Simple regression

In case of unique identification by (2), (3) or (4) in the main text the regressor matrix is
given by

X=(t e ),

wheree; is ann-dimensional vector with 1 as the first element and 0 for the remaining
n—1 elements. Therefore

o0t =mg ()

1 n—-1 o
H= / )
n— 1 O Lnfllan_l

where0 is the(n— 1)-dimensional null vector ang,_; a (n— 1)-dimensional vector of
ones. Note thaty; = 1 andh;j =0, j > 1, so that the predicted value fgy is given by

and

0 1
Vi=> huyk=—=| (n=y1+ ) 0-yic | =y1.
kzl n—-1 < I(Zl
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The case of additional regressors

We now consider the case that other regressors are added to the regression which might
be motivated by the idea that the use of a strategic dummy is not so easily detected by
the agency if other regressors are also included in the model. We write the model in
partitioned form as

y:XﬁJru:( X1 Xs ) < g; >+u:xlﬁ1+xzﬁz+u.
with
Xo=er

so that this submatrix contains only the information regarding the strategic dummy. Then
the vector of predicted values can be written as

§=X1B1 + X2,
= XlBl + X2 (X5X2) X5 <y_xlﬁ1) (12)
Since
_ 10
Xz (XoX2) Xz = ( 00 )
and

Xz (X5X2) X5 (y_xlﬁl) = < (l) 8 ) (y_xlﬁl)

Y1 1 X12 ... X1k

0 0O 0O 0O O .
- : o D : : L

0 0 O 0 0

we obtain for the vector of predicted values in (12):

Y1 1 X12 ... XKk
. 0 o0 0 0.
y=X1B;1 + : - o : : B (13)
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and in particular for the first element we get

Vi=(1 X ... X )ﬁl +y1— (1 X2 ... X )f}lz)’l- (14)
Non-unique identification

The empirical example in Section 4 shows tgtandy;, may differ substantially if
more than one respondent is identified using the background information available for
Xm- In this section we evaluate the fitted valgein this case.

If more than one respondent is picked by the strategic dummy the subnxatrix
(which actually is a vector) has the form

_( g
=)
where we assume that units in the data set have the same reported value for the
available background information as the target recgrdnd that they are placed in the

first g rows of the data matrix is a vector of ones andldenotes a — q dimensional
vector of zeroes. Moreover, we have

_ 1/ g, O
o4 (1)

and

_ 2 K
ARy
Y, 1 %@ ()
= Yq - 1 %2 . )_(((]K) ﬁla
0 0 0 0 O
0 0 0 0 O

where we use
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Comparing this with (9) we note that for the ficgtlements of the vectgrwe obtain

yi:yq—i_ ( 1, Xi2_)_(é]2)7 ) XiK_)_(EIK) )Blaizlazv'“vq' (15)

which implies the following: (i) Ifg = 1 and therefore a single unit is identified, the
above result is equivalent with (14) because then y; and for all regresso@k) = X1k-
(ii) If the strategic dummy is used as a single regressor then forualits

yi :yq

holds, that is, the estimated valueyé&quals the arithmetic mean of glunits. (iii) If
more regressors are added to the model, no clear-cut statement regarding the difference
betweeny, andyy, can be made.
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Abstract

We introduce the novel concept of coprivacy or co-operative privacy to make privacy preservation
attractive. A protocol is coprivate if the best option for a player to preserve her privacy is to help
another player in preserving his privacy. Coprivacy makes an individual’s privacy preservation a
goal that rationally interests other individuals: it is a matter of helping oneself by helping someone
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enforcement.
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1. Introduction

The motivation of the coprivacy concept and its incipient theory presented in this paper

is one of double sustainability in the information society:

1. Privacy preservation is essential to make the information society sustainable just
as environment preservation is essential to make the physical world sustainable
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This idea, which we already introduced in Domingo-Ferrer (2009) and in the
conference paper Domingo-Ferrer (2010) which this article extends, should lead to
clean information and communications technologies (ICT) offering functionality
with minimum invasion of the privacy of individuals. Such an invasion can be
regarded as a virtual pollution as harmful in the long run to the moral welfare of
individuals as physical pollution is to their physical welfare. A parallel of climate
change is an information society with dwindling privacy, where everyone is scared
of using any service at all. Just as people’s views on environment preservation
have changed (they now care about environment, they require and pay for green
products, etc.) and this has forced companies to change to green, the same change
is happening now regarding privacy.

2. Privacy preservation itself should be sustainable, and be achieved as effortlessly
as possible as the result of rational co-operation rather than as an expensive legal
requirementindeed, even if privacy was acclaimed as a fundamental right by the
United Nations in article 12 of the Universal Declaration of Human Rights (1948),
relying on worldwide legal enforcement of privacy is nowadays quite unrealistic
and is likely to stay so in the next decades. However, unlike law, technology is
global and can enforce privacy worldwide, provided that privacy is achieved as the
result of rational cooperation. This is the objective of the coprivacy concept and
theory presented in this paper.

Two major pollutants of privacy are privacy-unfriendly security and privacy-unaware
functionality. Privacy-unfriendly securityefers to the tendency of sacrificing privacy
with the excuse of security. This is partly justified by the global threat of international
terrorism. With that argument, Western states have adopted shock measures on infor-
mation security. Beyond the sheer technological challenge of mass-scale communica-
tions security and analysis, a new, subtler and unaddressed challenge arises: security
must be increased with minimum privacy loss for the citizens. The current trend is
to sacrifice privacy for alleged security: disputably, governments track phone calls, e-
mails and, as seen in the Wikileaks case, social media interactions. In the private sector,
privacy-unfriendly security is also present: more and more often, biometrics is enforced
on customers with the argument of fighting identity th&ftivacy-unaware(let alone
privacy-unfriendly)functionalityis illustrated by search engines (Google, Yahoo, etc.),
social networks, Web 2.0 services.d. Google Calendar, Streetview, Latitude) and so
on, which concentrate on offering enticing functionality for users while completely dis-
regarding their privacy. At most, privacy vs third parties is mentioned, but not privacy of
the user vs the service provider itself, who becomes a big brother in the purest Orwellian
sense.
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1.1. Contribution and plan of this paper

The environmental analogy above can be pushed further by drawing inspiration on the
three “R” of environment: reducing, reusing and recycling.

Reducing Re-identifiable information must be reduced. This is the idea behind database
anonymization:e.g. kanonymization (Samarati 2001) by means of microdata
masking methodse(g, Domingo-Ferrer, Seéband Solanas (2008)) reduces the
informational content of quasi-identifiers. Reduction is also the idea behind ring
and group signatures (Chaum and Van Heyst 2006, Groth 2007), which attempt
to conciliate message authentication with signer privacy by reducing signer iden-
tifiability: the larger the group, the more private is the signer. Just as in the envi-
ronment there are physical limits to the amount of waste reduction, in the privacy
scenario there are functionality and security limits to reduction: completely elimi-
nating quasi-identifiers dramatically reduces the utility of a data set (functionality
problem); deleting the signature in a message suppresses authentication (security
problem). A useful lesson that can be extracted from reductipnivscy gradu-
ality: privacy preservation is not all-or-nothing, it is a continuous magnitude from
no privacy to full privacy preservation.

Reusing The idea of reusing is certainly in the mind of impersonators mounting replay
attacks, but it can also be used by data protectors to gain privacy. Such is the case
of re-sampling techniques for database privacy: an original data selNwé&bords
is re-sampledV times with replacement (whemd can be even greater thaw)
and the resulting data set wit¥l records is released instead of the original one.
This is the idea behind synthetic data generation via multiple imputation (Rubin
1993). Re-sampling is also the idea of the tabular protection method in (Domingo-
Ferrer and Mateo-Sanz (1999). However, as it happened for reduction there are
functionality limitations to data reuse: the more reuse, the less data utility.

Recycling The idea of recycling is probably more intriguing and far less explored than
reducing and reusing. Adapted to the privacy context, recycling can be regarded
as leveraging other people’s efforts to preserve their privacy to preserve one’s own
privacy. The environmental analog would be to share a car with other people: we
leverage the other people’s wish to save fuel to save fuel ourselves. Of course,
whether in the privacy or the environment scenario, there is a functionality toll to
this kind of recycling: one must adjust to the needs of other people. Nonetheless,
we believe thatecycling has an enormous potential in privacy preservation, as
it renders privacy an attractive and shared goal, thereby making it easier to
achieve and thus more sustainable. In this spirit, we next introduce a new recycling
concept, calleg¢oprivacy around which this proposal is centered.
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Section 2 gives some background on game theory. Section 3 gives a game-theoretic
definition of coprivacy and some of its generalizations. Section 4 illustrates coprivacy
in the context of peer-to-peer (P2P) anonymous keyword search. Section 5 illustrates
correlated coprivacy applied to content disclosure in social networks. Section 6 shows
how general coprivacy applies to vehicular networks. Section 7 sketches how coprivacy
can help enforcing controlled content distribution and digital oblivion. Section 8 sum-
marizes conclusions and open research issues. A preliminary conference version of this
paper appeared in Domingo-Ferrer (2010).

2. Basics of game theory

A game is a protocol between a setfplayers,{1,...,N}. Each player has her own

set of possible strategies, s8y To play the game, each playieselects a strategy € S.

We will uses= (s1,...,Sy) to denote the vector of strategies selected by the players and
S=T1; S to denote the set of all possible ways in which players can pick strategies.

The vector of strategiese S selected by the players determines the outcome for
each player, which can be a payoff or a cost. In general, the outcome will be different
for different players. To specify the game, we need to give, for each player, a preference
ordering on these outcomes by giving a complete, transitive, reflexive binary relation on
the set of all strategy vecto& The simplest way to assign preferences is by assigning,
for each player, a value for each outcome representing the payoff of the outcome (a
negative payoff can be used to represent a cost). A function whereby plaggigns a
payoff to each outcome is called a utility function and is denoted; hys — R.

For a strategy vectas € S, we uses to denote the strategy played by playend
s_j to denote thén— 1)-dimensional vector of the strategies played by all other players.
With this notation, the utility;(s) can also be expressed@ss, s_;).

A strategy vectos € Sis adominant strategy solutioif, for each playei and each
alternate strategy vectsre S it holds that

Ui (37 Slfi) > Ui(q, Slfi) (l)

In plain words, a dominant strategys the best strategy for each playgindependently
of the strategies played by all other players.

A strategy vectos € Sis said to be &Nash equilibrium(Nash 1951) if, for all players
i and each alternate strategjyc S, it holds that

ui(s,si) > ui(s,s)

In plain words, no player can change her chosen strategy franto s and thereby
improve her payoff, assuming that all other players stick to the strategies they have
chosen ins. A Nash equilibrium is self-enforcing in the sense that once the players
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are playing such a solution, it is in every player’s best interest to stick to her strategy.
Clearly, a dominant strategy solution is a Nash equilibrium. Moreover, if the solution
is strictly dominant i(e. when the inequality in Expression (1) is strict), it is also the
unique Nash equilibrium. See Nisan, Roughgarden, Tardos and Vazirani (2007) for
further background on game theory.

3. Coprivacy and its generalizations

We introduce in this section the novel concept of coprivacy in a community of peers,
whereby one peer recycles to her privacy’s benefit the efforts of other peers to maintain
their own privacy. Informally, there is coprivacy when the best option for a peer
to preserve her privacy is to help another peer in preserving his privacy. The great
advantage is thabprivacy makes privacy preservation of each specific individual a goal
that interests other individuals: therefore, privacy preservation becomoes attractive

and hencesasier to achieve and more sustainable. A game-theoretic formalization of
coprivacy follows.

Definition 1 (Coprivacy) Letl1 be a game with self-interested, rational peer players
P!, ...,PN, and an optional system playef FEach player may have leaked a different
amount of private information to the rest of players before the game starts. The game is
as follows: i) P selects one playerRvith ke {0} U{2,--- ,N} and submits a request to
PX: i) If k = 0, P? always processes'R request; if k> 1, P< decides whether to process
PY's request (which may involve accessing the system playertsrbBhalf) or reject

it. The players’ strategies are’S= {s}} (process P's request); $ = {s}, s, -, s41,
where $ means that Pselects P, fori > 1, S = {s,,s,}, where § means processing
PY's request and !srejecting it. Gamd is said to becoprivatewith respect to the set
U = (uy,---,uy) of privacy utility functions if, for some i 1, a peer P exists such
that (st,s{) is a pure strategy Nash equilibrium betweehdhd P, that is, if the best
strategy for P is to request help to 'Pand the best strategy forkRs to provide the
requested help.

Note that the notions of privacy utility function and therefore of coprivacy are
based on the aforementioned privacy graduality: one can have a varying degree of
privacy preservation, hence it makes sense to trade it off. In the environmental analogy,
coprivacy is a recycling concept which involves trading off waste reduction among
players. A quantification of coprivacy follows:

Definition 2 (6-Coprivacy) Givené € [0,1], the game of Definition 1 is said to be
&-coprivate with respect to the setd (uy,---,uyn) of privacy utility functions if the
probability of it being coprivate for U is at leagt.
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The following extensions of coprivacy are conceivable:

e General coprivacy can be defined by replacing the dét of privacy utility
functions in Definition 1 with a se¥ of general utility functions for peer players
P combining privacy preservation with security and/or functionality. In general
coprivacy, the interests of peers include, in addition to privacy, functionality and/or
security.

e General 6-coprivacy can be defined by replacitgy with %7 in Definition 2.

e Mixed coprivacy results if one allows mixed strategies for players and replaces the
requirement of pure strategy Nash equilibrium in Definition 1 by a mixed strategy
Nash equilibrium. The good point of mixed coprivacy is that a theorem by Nash
(Nash 1951) guarantees that any game with a finite set of players and a finite
set of strategies has a mixed strategy Nash equilibrium, and is therefxeely
coprivate

e Correlated coprivacy results if one replaces the requirement of pure Nash equi-
librium in Definition 1 by a correlated equilibrium. Indeed, the outcome of inde-
pendent rational behavior by users, provided by Nash equilibria, can be inferior to
a centrally designed outcome. Correlated equilibria resulting from coordination of
strategies may give a higher outcome. We will illustrate this in Section 5 below. In
correlated equilibria, players do not have any incentive to deviate from their cor-
responding equilibrium strategies. An approximation to correlated equilibria are
e-correlated equilibria, in which players have at most an incenti¢e0 to devi-
ate from their corresponding equilibrium strategies. The advantageafrelated
equilibria is that they can always be reached by distributed heuristics run by a set
of autonomous players without centrally designed strategies.

e The above extensions can be combined to ymlgded general coprivacyand
correlated general coprivacy Since mixed coprivacy is always achievable if any
mixed strategy is valid for any playemixed &-coprivacy and mixed general
6-coprivacy only make sense when players have boundary conditions that define
a subset of feasible mixed strategies.

A coprivate protocolis a protocol based on a coprivate game. If a privacy preser-
vation problem can be solved by a coprivate protocol, the advantage is that it is in a
player’s rational privacy interest to help other players to preserve their privacy. We next
give an example to show that the coprivacy concept is latent in existing protocols. More
examples of the potential of coprivacy follow in the next sections.

Example 1 (Coprivacy in anonymous communication) The success of the well-known
system TorHt t p: / / www. t or pr o ect . or g) for anonymous communication, made even
more famous by Wikileaks, can be explained by coprivacy. As hinted in the Tor website,
“each new user and relay provides additional diversity, enhancing Tor’s ability to
put control over your security and privacy back into your hands”. Therefore, using
Tor is not only good for one’s own privacy, but for other people’s privacy as well.
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4. Coprivacy in P2P anonymous keyword search

Private information retrieval (PIR) is normally modeled as a game between two players:

a user and a database. The user retrieves some item from the database without the latter
learning which item was retrieved. Most PIR protocols are ill-suited to provide PIR from

a search engine or large database, not only because their computational complexity is
linear in the size of the database, but also because they (unrealistically) assume active
cooperation by the database in the PIR protocol.

Pragmatic approaches to guarantee some query privacy have therefore been based
so far on two relaxations of PIR: standalone and peer-to-peer (P2P). In the standalone
approach, a program running locally in the user's computer either keeps submitting fake
queries to cover the user’s real queries (TrackMeNot, Howe and Nissenbaum 2009))
or masks the real query keywords with additional fake keywords (GooPIR, Domingo-
Ferrer, Solanas and CastelRoca 2009)). In the P2P approach, a user gets her queries
submitted by other users in the P2P community; in this way, the database still learns
which item is being retrieved, but it cannot obtain the real query histories of users,
which become diffused among the peer users, thereby achieving anonymous keyword
search. We first proposed a P2P anonymous keyword search system in Domingo-Ferrer,
Bras-Amopbs, Wu and Margn (2009).

Consider a system witN peersP! to PN, who are interested in querying a database
DB playing the role of system play®®. If any P' originates a query for submission to
DB, she can send the query directly@® or ask some other peer to submit the query
onP"s behalf and return the query results.

More formally, the strategies available for a requesihgre:

Sii: P' submits her query directly tOB; _
Sij: P' forwards her query t&’, for somej # i, and requestB! to submit the query on
P"s behalf.

When receiving®’s query,P! has two possible strategies:

T ji: P! submitsP"s query toDB and returns the answer B;
Tjj: P)ignoresP'"s query and does nothing.

Let X'(t) be the set of queries originated By up to timet. Let Y'(t) be the set of
queries submitted tBB by P' up to timet. For each query in X'(t), defineF'(x.,t) as
the set of players to whoi has forwarded! for submission up to time The players
in F'(x.,t) can be associated relative frequencies as followsj ferl to N with j # i,
let f1l(x,t) be the relative frequency with whid has forwarded! to playerP!, up to
timet.

The privacy utility function forP' should reflect the following intuitions: (i) the
more homogeneous the relative frequencies of queri&d (i, the more private stay
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the interests oP' vs DB; (i) the more homogeneous the relative frequencies of peers in

Fi(x,t) for everyx. € X!(t), the more private stay the interestsRfvs the other peers.
Given arandom variabl@taking valueg, 2, . . ., z, with probabilitiesps, po, . . ., Pn,

respectively, Shannon’s entropy (Shannon 1948) is a measure of uncertainty defined as

H(Z) = —i pi 10g; pi

The more homogeneous tipg the higher iH (Z): the rationale is that the outcome of
Z becomes more uncertain as thebecome more homogeneous. The maximd)
is reached whep; =--- = p,=1/n.

By assimilatingY'(t) andF'(x.,t) to random variables and relative frequencies to
probabilities, intuition (i) above can be expressed as maximigifig (t)) and intuition
(i) as maximizingH (F'(x},t)) for all X € X(t). Hence, those Shannon entropies are
reasonable privacy utility functions f&'. WhenP' generates a query at timet + 1

e P' choosesSii (direct submission) iH (Y'(t +1)) > H(Y'(t)), whereY'(t + 1) =
Yt u{x}
e OtherwiseP' choosesSik (forwarding the query t&*), where

k=arg max H(F'(X, t+1)). 2
9 max. (F (% ) 2

In plain words, if direct submission decreases privacy vs DB, the query is forwarded
to the playerPX vs whom the privacy loss is minimum. Note thatHf forwards her
query to a playeP!, P' always incurs some privacy loss #$, becausd® knows the
query has been generated®y Therefore, the best policy is to distribute the successive
submissions of a certain quexyas evenly as possible among the various peers. This is
what the choice ok in Expression (2) attempts.

WhenPK receives<, it proceeds as follows:

e PX choosesTki (submittingx) if H(YX(t+1)) > H(YX(t)), whereYX(t+ 1) =
YE) U{x ]
e OtherwisePX choosed kk (ignoringx!).

In plain words,P* submitsx. only if doing so increases her privacy vs the DBPIf
ignoresx., thenP' will have to look for a second best player to submiifand a third
best if the second best ignorgésand so on). If, after a number of attempts to be decided
by P', no peer is found who is willing to help, théth must submik herself.

If P''s best strategy iSikandP* best strategy i$ ki, then(Sik Tki) is a pure-strategy
Nash equilibrium betweeR' andPk andthere is coprivacypetweerP' andPX.

We give a detailed formalization and empirical results foftlhplayer P2P anonymous
keyword search game in the manuscript Domingo-Ferrer and &emiicohs (2011).
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5. Correlated coprivacy in social networks

Social networks (SNs) have become an important web service with a broad range of
applications: collaborative work, collaborative service rating, resource sharing, friend
search, etc. Facebook, MySpace, Xing, etc., are well-known examples. In an SN, a user
publishes and shares information and services.

There are two types of privacy in SNs:

e Content privacy.The information a user publishes clearly affects her privacy.
Recently, a privacy risk score (Liu and Terzi 2009) has been proposed for the user
to evaluate the privacy risk caused by the publication of a certain information. Let
the information attributes published by the users in an SN be labeled from.1 to
Then the privacy score risk of usgrs

n /¢
I=1k=1

whereV (i, j, k) is the visibility of userj’s value for attribute to users which are
at mostk links away fromj and i is the sensitivity of attributévs those users.

e Relationship privacyln some SNs, the user can specify how much it trusts other
users, by assigning them a trust level. It is also possible to establish several types
of relationships among users (like “colleague of”, “friend of”, etc.). The trust
level and the relationship type are used to decide whether access is granted to
resources and services being offeradoess rule The availability of information
on relationships (trust level, relationship type) has increased with the advent of the
Semantic Web and raises privacy concerns: knowing who is trusted by whom and
to what extent discloses a lot about the user’s thoughts and feelings. For a list of
related abuses see Barnes (2006). In Domingo-Ferrer, Viej@ &ath Gonalez-
Nicolas (2008), we described a new protocol offering private relationships in an
SN while allowing resource access through indirect relationships without requiring
a mediating trusted third party.

We focus here on content privacy in SNs. A possible privacy-functionality score for
userj reflecting the utility the user derives from participating in an SN is

_ Z?:l,j';éj ZInzl Zf<:1/5ikv(ia j/7 k)l (Ja j,7 k)
N 1+PR())

PRF(j)

S T S BV (L 1 K1 0 K)
1+ 50 Sea BV (i, j. k)

wherel (j, j’, k) is 1 if j and |’ arek links away from each other, and it is 0 otherwise.
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Note that:

e PRF(j) decreases as the privacy scBf(j) in its denominator increases, that is,
as uselj discloses more of her attributes.

e PRF(j) increases as its numerator increases; this numerator adds up the compo-
nents of privacy scores of usgs# j due to those users disclosing attribute values
to j.

The dichotomous version of the above privacy-functionality score, for the case where
an attribute is simply either made public or kept secret, is:

3y ImaBVL 1)
a 1+ PR(j)

PRR(j)

_ Sho iz S BV, )

If we regardPRF( j) as a game-theoretic utility function (Tardos and Vazirani 2007),
the highePRF(j), the higher the utility for usey.

For instance, take a strategy vecser (si,...,Sv) formed by the strategiesdepen-
dently and selfishighosen by all users and consider the dichotomous case, that is, let
the utility incurred by usej under strategg beu;(s) =PRF(j). Itis easy to see (and
it is formally shown in Domingo-Ferrer (2010b) that rational and independent choice of
strategies leads to a Nash equilibrium where no user offers any information on the SN,
which results in an SN collapse. See Example 2 below.

A similar pessimistic result is known for the P2P file sharing game, in which the
system goal is to leverage the upload bandwidth of the downloading peers: the dominant
strategy is for all peers to attempt “free-riding”, that is, to refuse to upload (Babaioff,
Chuang and Feldman 2007), which causes the system to collapse.

3

Example 2 The simplest version of the above game is one with two users having each
one attribute, which they may decide to keep hidden (a strategy denoted by H, which
implies visibility O for the attribute) or publish (a strategy denoted by P, which implies
visibility 1). Assuming a sensitivif§y = 1 for that attribute and using i{s) =PRF(j),

the user utilities for each possible strategy vector are as follows:

ur(H,H)=0;ui(H,P) =1L;u1(PRH) =0;u,(PP)=1/2
up(H,H) =0;ux(H,P) =0;ux(PH) =1;u,(PP)=1/2

This simple game can be expressed in matrix form:



Josep Domingo-Ferrer 35

User 2 H P
User 1 0 0
H
0 1
1 1/2
P
0 1/2

The above matrix corresponds to the Prisoner’s Dilemma @suahd Vazirani 2007),
perhaps the best-known and best-studied game. Consistently with our argument for the
general case, it turns out th&H,H) is a dominant strategy, because:

u(H,P)=1>uw(PP)=1/2;u1(H,H)=0>u;(PRH)=0
w(PH)=1>uw(PP)=1/2;u;(H,H)=0>uw(H,P)=0

The second and fourth equations above guarantee (tHaH) is a Nash equilibrium

(in fact, the only one). The Prisoner’s Dilemma with>N2 users is known as the
Pollution Game (Tardos and Vazirani 2007) and corresponds to the dichotomous SN
game considered above.

The outcome of independent rational behavior by users, provided by Nash equilibria
and dominant strategies, can be inferior to a centrally designed outcome. This is clearly
seen in Example 2: the strate@¥ P) would give more utility tharfH, H) to bothusers.
However, usually no trusted third-party accepted by all users is available to enforce
correlated strategies; in that situation, the problem is how User 1 (resp. User 2) can
guess whether User 2 (resp. User 1) will choBse

Using a solution based on cryptographic protocols for bitwise fair exchange of
secrets would be an option, but it seems impractical in current social networks, as it
would require a cryptographic infrastructure, unavailable in most SNs.

A more practical solution to this problem may be based on direct recipragity (
tit-for-tat) or reputation, two approaches largely used in the context of P2P file-sharing
systems. We describe in Domingo-Ferrer (2010b) two correlated (actuatiyrelated)
equilibrium heuristic protocols based on tit-for-tat and reputation, respectively. They are
intended as “assistants” to the human user of the SN in deciding whether to disclose an
attribute to another user; however, the ultimate decision belongs to the human, who may
quit and renounce to reach the equilibrium.

Those heuristic protocols offercorrelated general coprivagyeferred to a utility
combining privacy and functionality.
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6. General coprivacy in vehicular networks

Vehicular ad hocnetworks permitting car-to-car communication are expected to be
available in cars manufactured in the near future. Several standards for VANET commu-
nication are under way both in the United States (DSRC, Dedicated Short Range Com-
munications, IEEE 802.11p) and Europe (C2C Consortium). We argue that VANETs
must provide functionality, security and privacy and are therefore an application where
general coprivacy can be used:

Functionality. The mainraison détre of VANETs is to allow vehicles to timely
disseminate announcement messages ahotgntroad conditionsé.g.icy road,
traffic jam, etc.) to other vehicles, in order to improve traffic safety and efficiency.

Security. Announcement messages must be trustworthy, because false messages could
seriously disrupt traffic, cause accidents and/or cause certain areas to become
deserted and thus an easy prey for criminals. A posteriori security consists of
punishing vehicles that have been proven to have originated false messapes (
Lin, Sun, Ho and Shen (2007)); hence, means are required to identify malicious
vehicles, for example digital signatures.priori security is an alternative or a
complement whereby one attempts to prevent the generation of false messages
(e.g.Raya, Aziz and Hubaux (2006)): a message is given credit only if it is has
been endorsed by a number of nearby vehicles greater than a certain threshold.

Privacy. Itwould not be very fair if the collaboration of a driver to improve traffic safety
and efficiency (functionality) by generating or endorsing announcements forced
her to disclose her identity and location. Note that knowing someone’s mobility
pattern reveals a lot of private information: the driving style leaks information
about an individual’'s character (nervous, calm), her whereabouts tell about her
work and social habits, etc. Privacy can be addeal posteriorisecurity by using
pseudonyms or advanced cryptography like group signatures. Adding privacy to
priori security may imply vulnerability against the Sybil attack, whereby a vehicle
generates a false message and takes advantage of anonymity to compute itself
as many endorsements as required. We have proposed in Daza, Domingo-Ferrer,
Sele and Viejo (2009) a privata priori scheme based on threshold signatures
which is resistant against the Sybil attack and provides irrevocable anonymity to
cars generating or endorsing messages.

Security is amustin VANETs and cannot be traded off. Therefaiee general
coprivacy that applies in vehicular networks involves a utility function combining
functionality and privacyGeneral coprivacy is applicable to VANETS in the following
sense:

e The more privacy players allow to another player, the more announcements
(functionality) they can expect from that player.
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e Conversely, the more announcements players originate, the more privacy for other
announcing players: indeed, the more cars originate an announcement “icy road
near longitude X latitude Y”, the more private the originators stay (this is the
“reusing” principle mentioned above).

7. Controlled content distribution and digital oblivion

In conventional multicast transmission one sender sends the same content to a set of
receivers. This precludes fingerprinting the copy obtained by each receiver (in view of
redistribution control and other applications). A straightforward alternative is for the
sender to separately fingerprint and send in unicast one copy of the content for each
receiver. This approach is not scalable and may implode the sender.

Distributed multicast of fingerprinted content can be modeled as a coprivate protocol.
Indeed, mechanism design can be used to craft a protocol such that content receivers
rationally co-operate in fingerprinting and further spreading the content in a tree-like
fashion. If fingerprinting at each forwarding step is anonymous Pfitzmann and Waidner
1997, Bo, Piyuan and Wenzheng 2007, Domingo-Ferrer 1999), honest receivers will stay
anonymous and free from false accusation, but unlawful redistributors will be traceable.

A related problem is the lack of digital forgetting in the information society. Digital
storage allows perfect and unlimited remembering. However, the right of an individual
to enforce oblivion for pieces of information about her is part of her fundamental right
to privacy. Enforcing expiration dates for content has been championed as a solution
in Mayer-Sclibnberger (2009), but in a way that depends on trusted storage devices
deleting the content after its expiration date. Alternative hardware approaches based
on employing smart cards on the user side to process encrypted content (Domingo-
Ferrer 1997) could also be envisioned, whereby the smart card would not decrypt the
content after its expiration date. However, such devices do not currently exist; worse
yet, placing trust in the hardware (storage devices, smart cards, etc.) to implement
information protection policies has proven to be a flawed appraaghhardware copy
prevention mechanisms for CDs and DVDs were easily bypassed.

Digital oblivion via expiration date enforcement can be reached through a coprivate
protocol (Domingo-Ferrer 2011). The idea is just to fingerprint expiration dates in the
content. This allows identifying and punishing whoever spreads or uses content past the
expiration date. If fingerprinting is asymmetric and/or anonymous, it will not be possible
to falsely accuse honest content receivers. The problem then reduces to distributed
multicast of asymmetrically/anonymously fingerprinted content, which is approachable
a coprivate protocols, as hinted above. With anonymous fingerprinting, honest players
preserve their privacy. Therefore, the receivers must honestly contribute to the content
source’s privacy preservation (oblivion enforcement by anonymously fingerprinting any
forwarded content with its expiration date) to preserve their own privacy. Hence, the
solution is a coprivate protocol.
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8. Conclusions and research directions

We have introduced in this paper the novel concept of coprivacy, as well as an incipient
generalization theory on it. The main contribution of coprivacy is to make data privacy
an attractive feature, especially in peer-to-peer applications:

e In many situations, players can better preserve their own privacy if they help other
players in preserving theirs. We say that those situations can be handled by so-
called coprivate protocols.

e |n other situations, the utility of players consists of a combination of privacy plus
security and/or functionality. If they can increase their own utility by helping
others in increasing theirs, the situation can be handled by a generally coprivate
protocol.

We have sketched the potential of coprivate protocols in very diverse areas: P2P
anonymous keyword search, content disclosure in social networks, communication in
vehicular networks, controlled content distribution and digital oblivion implementation.

Future research directions include developing the theory of coprivacy in the follow-
ing non-exhaustive directions:

e Develop a theory of coprivacy which, given a privacy preservation problem and a
parameteb < [0,1], can answer under which condition$aoprivate gameife.
protocol) that solves the problem exists.

e Elaborate a theory of general coprivacy which also takes security and functionality
into account. In this generalization, the Nash or the correlated equilibrium that
characterizes coprivacy is to be reached by considering utilities which combine
the privacy with the security and/or the functionality obtained by the players.

e Elaborate a theory of mixed coprivacy to characterize when mixed strategies and
therefore mixed coprivacy make sense for utilities about privacy, security and
functionality.

e Create new cryptographic protocols to implement the privacy graduality needed
in coprivacy. Specificallyad hocbroadcast encryption and anonymaats hoc
broadcast encryption inspired in Wu, Mu, Susilo, Qin and Domingo-Ferrer (2009),
(n,N)-anonymity signatures and some multiparty computation protocols for social
networks are needed.
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Abstract

Web search engines gather information from the queries performed by the user in the form of
query logs. These logs are extremely useful for research, marketing, or profiling, but at the same
time they are a great threat to the user’s privacy. We provide a novel approach to anonymize
query logs so they ensure user k-anonymity, by extending a common method used in statistical
disclosure control: microaggregation. Furthermore, our microaggregation approach takes into
account the semantics of the queries by relying on the Open Directory Project. We have tested
our proposal with real data from AOL query logs.
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1. Introduction

Web Search Engines play a decisive role in the Internet nowadays. For instance, there is
an estimate of over 113 billion searches conducted globally on the Internet during July
2009, which is up by 41% percent compared to July 2008 (SearchEngineWatch, 2009).
These numbers give some insight on the relevance and growth rate use of Web search
engines (WSE). Major WSE such as Google, Yahoo!, Baidu, or Microsoft's Bing serve
most of the searches in the global Internet with respective sharess8667.8%, 7.0%,
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and 29% in 2008. This share is more proportional if we look for example at US figures,
where in September 2010 the share of searches wd8®8500gle), 14% (Yahoo),

and 111% (Microsoft) (SearchEngineWatch, 2010). Web search is hot only importantin
the global Internet, as most sites, corporate intranets, or community portals provide local
WSEs.

The information gathered by a WSE is stored and can be used to provide personalized
search results (Gauch and Speretta, 2004), to conduct marketing research (Hansell,
2006), or provide personalized advertisement. These data, normally referresbrets
or query logs, are a great economic source for the WSE, for instance, Google had a
revenue of 21128 million dollars in 2008 from advertisements (Google, 2008), which
is strongly based in the information gathered by their search engine. WSEs also charge
law enforcement agencies for access to user or group profiles (Summers, 2009; Zetter,
2009).

The detailed information that can be obtained from query logs, make these data an
important threat to the privacy of the users. For instance, in 2006, AOL Research, in an
attempt to help the information retrieval research community, released over 21 million
queries from over 65@00 subscribers over a 3 month period. Although the data were
previously anonymized, they still carried enough information to be an important threat
to the subscribers’ privacy. Journalists from the New York Times were able to locate an
individual (Barbaro and Zeller, 2006) from the query logs, and several other sensitive
information was exposed. The case ended up not only with an important damage to AOL
users’ privacy, but also with a major damage to AOL itself, with several class action suits
and complaints against the company (EFF, 2009; Mills, 2006).

In this paper, we address the privacy problem exposed by the WSE query logs when
they are made publicly available, transferred to third parties, or stored for future analysis.
The main objective is to preserve the utility of the data without risking the privacy
of their users. To that end, we follow the same ideas found in statistical disclosure
control (SDC), proposing a novel microaggregation method to anonymize query logs.
This approach ensures a high degree of privacy, providiagonymity at user level,
while preserving some of the data usefulness. Moreover, and unlike most of the previous
work, our approach takes into account the semantics of the queries made by the user in
the anonymization process making use of information obtained from the Open Directory
Project (2010).

The paper is organized as follows. Section 2 introduces microaggregation and our
motivation and approach for the semantic anonymization of query logs. In Section 3 we
detail our proposal, and Section 4 presents our results in terms of protection and utility.
Section 5 discusses the related work, and finally, Section 6 concludes the paper.

1.1. Privacy Problems

The privacy problem of query logs is given by the fact that they can contain personal
information (Soghoian, 2007). For instance, a user may have searched for her city, a
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local team, a disease suffered by herself, adult content, or she can make a vanity query,
for which the user searches for her own name (Kuetat., 2007; Soghoian, 2007). This
information, either by itself or with help of more information can allow to re-identify the
user (Frankowsket al., 2006). So the main threat exposed by a query log is to be able
to link user queries with a real identity. The anonymization process can remove a lot of
information to provide a high level of privacy to the user, but the resulting log might not
be very useful. On the other hand, a more useful log can be obtained if less information
is removed. So, there is a privacy-utility tradeoff (Adar, 2007). Query logs should be
properly protected with an anonymization process and data should remain useful.
Accordingly, any release of query logs must ensure two requirements:

e Anonymity: queries alone or with external information cannot be used to re-
identify any user.

e Usefulness: queries must contain enough true information to bear likeness to the
reality and to be minimally useful. If the information is very damaged, it loses its
reliability and value.

To make the personal information retrieval difficult, queries are usually combined
with other ones that obfuscate them. Microaggregation (Defays and Nanopoulos, 1993)
is a popular statistical disclosure control technique, which provides privacy by means
of clustering the data into small clusters and then replacing the original data by the
centroids of the corresponding clusters.

Microaggregation provides privacy comparable vktAnonymity (Samarati, 2001,
Sweeney, 2002), i.e., a query of a certain user cannot be distinguished from ktidast
queries generated by other users. So, the identification of a user must be imprecise. In
terms of usefulness, the larders, the less achieved usability because the microaggre-
gated log keeps less information of each user (see Section 4.1).

2. Towards a semantic microaggregation for query logs

In this paper, we propose a novel microaggregation method for query logs taking into
account the semantics of the queries made by the users. In this section, we overview
microaggregation and discuss the motivations of our proposal.

2.1. Microaggregation

In microaggregation, privacy is ensured because all clusters have at least a predefined
number of elements, and therefore, there are at ke@stords with the same value. Note

that all the records in the cluster replace a value by the value in the centroid of the
cluster. The constaritis a parameter of the method that controls the level of privacy.
The larger thék, the more privacy we have in the protected data.
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Microaggregation was originally defined for numerical attributes (Defays and Nano-
poulos, 1993), but later extended to other domains, for example, to categorical data in
Torra (2004) (see also Domingo-Ferrer and Torra, 2005), and in constrained domains
in Torra (2008).

From the operational point of view, microaggregation is defined in terms of partition
and aggregation:

e Partition. Records are partitioned into several clusters, each of them consisting of
at leastk records.

e Aggregation. For each of the clusters, a representative (the centroid) is computed,
and then original records are replaced by the representative of the cluster to which
they belong.

From a formal point of view, microaggregation can be defined as an optimization
problem with some constraints. We give a formalization below usintp describe the
partition of the records in the sensitive dataXseThat is,u;j = 1 if record j is assigned
to theith cluster. Lew; be the representative of tité cluster, then a general formulation
of microaggregation witlg clusters and a givekis as follows:

Minimize SSE= Zig:lZ?:luij(d(Xj,Vi))z
Subjecttos? juj=1forallj=1,...,n
2k > ZT:]_U”‘ >kforalli=1,...,9
uj; € {0,1}

For numerical data, it is usual to require tltk,v) is the Euclidean distance. In
the general case, when attribuds= (V,...,Vs) are considereds andv are vectors,
andd becomest?(x,v) = Ty (X — Vi)2. In addition, it is also common to require for
numerical data that is defined as the arithmetic mean of the records in the cluster, that
is,V, = z’j‘:l Uini/Z?Zl uij. As the solution of this problem is NP-Hard (Oganian and
Domingo-Ferrer, 2001) when we consider more than one variable at a time (multivariate
microaggregation), heuristic methods have been developed. One such method is MDAV
(Maximum Distance to Average Vectdpomingo-Ferrer and Mateo-Sanz, 2002).

Note that when all variables are considered at once, microaggregation is a way to
implementk-anonymity (Samarati, 2001; Sweeney, 2002).

2.2. Motivations of our proposal

In order to ensure the privacy of the users, we proveenonymity at user level
in the protected query logs. That is, in the protected logs there will be at keast
indistinguishable users.
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Open Directory Categories (1-5 of 5)
1. Sports: Soccer: UEFA: Spain: Clubs: Barcelona (11 matches)
2. World: Polski: Sport: Sporty pilki i siatki: Pilka nozna: Kluby: Hiszpan’'skie: (...)

w

World: Espafiol: Regional: Europa: Espafia: Deportes y tiempo libre: Deportes: (...)

=

World: Deutsch: Sport: Ballsport: Fuball: Vereine: Spanien (3)

ul

World: Francais: Sports: Balles et ballons: Football: Regional: Europe: Espagne (3)

Figure1: Example of ODP query result.

A key point, thus, for the microaggregation of search logs is to determine how the
users are clustered. If the users in the same cluster do not share any interest, the protected
query logs can be useless, that is, the resulting search logs are too much distorted and
we cannot obtain useful information from them.

For example, we can consider two soccer supporters, and two anti-sports users. If we
create a cluster of size two with a soccer supporter and an anti-sports user, we can obtain
non-valid results. The entries of the protected query logs are confusing. On the other
hand, if the two soccer supporters are in the same cluster, the protected logs provide
more reliable results.

Thus, we should create the groups of users taking into consideration their interests.
The users with common interests between them should be grouped in the same cluster.
In order to do so, we should be able to determine if their interests are closer, that is, we
need a tool to compute the semantic distance of two queries.

In this work, we use the Open Directory Project (ODP) (ODP, 2010) to compute
the semantic distances between users. The ODP is the most widely distributed database
of Web content classified by humans. ODP data powers the core directory services for
some of the most popular portals and search engines on the Web, including AOL Search,
Netscape Search, Google, Lycos, and HotBot, and hundreds of others. Thus, a query
result using them is hardly influenced by the ODP classification. ODP uses a hierarchical
ontology structure to classify sites according to their themes. For example, when we
search foBarcelona FGODP returns alist of categories to which the query belongs (Figure
1). Each result starts with a root category followed by deeper categories in the ODP tree.

Our proposal groups users with common interests using the ODP classification. We
consider that the users with common interest are those who have more terms in the same
categories.

2.3. An ODP similarity measure

In order to be able to microaggregate users from the query logs, we have to define a
distance or similarity measure between users. We introduce a similarity coefficient based
on the common categories shared between queries from each user. We also introduce
some notation here to formalize the process.

We consider the set af usersU = {uy,...,uy} from the query log, and their
respective set of querieQ = {Q1,-..,Qn}, whereQ; = {q‘l,...,qim} are the queries
of the usew;. Each query; has several termg = {tg,...,t;; }.
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Given a termts, we can obtain its classification in the ODP at a given depth. When
querying the ODP, the returned categories can be divided in depth levelsbkeehe
parameter that identifies the depth level in the ODP hierarchy. For example, if we have
the classificatiors ports. Soccer. UEFA: Spain: Clubs: Barcelonaandl = 1, we only
work with the root categorports; when = 2 we work withSports: Soccer and so
on. We will consider a maximum depthto restrict the search space,lse {1,...,L}.

We denote as = {c'l,...,c'pl} the set of possible categories at levein the
ODP. Given a useu; we can obtain all the categories at leverom all queries of
the user. We denote &5 (u;) the set of categories for user at levell. Note that
considering all queries of user, Qi = {d,.. .,q‘m}, and their respective sets of terms
d, = {t1,...,t,} for j = 1...m, the number of categories for usgrat levell is given
by ’Q(U,)’ =M+...+I'm.

We can then define a similarity coefficiec@DR;, between two given users and
u; as:

OPDyirn(Ui, Uj) = Iil{yq 10 € {Gi(u) UG (u)}} @

This similarity coefficient between two users computes the common categories
between them for all considered levels, that is levels up.tdNote thatOPDgjn, is
symmetric and ranges from 0 (there is no similarity between the usergy tdCi|
(maximum similarity between two users).

3. ODP-based microaggregation of query logs

The method we propose to protect the query logs is a microaggregation that follows the
outline of Section 2 with an extra step of data preparation. That is, our approach consists
of the following steps:

1. Data preparation.
2. Partition.

3. Aggregation.
These steps are described in detail in the following sections.

3.1. Data preparation

To easy the computation of the protected data, the data is prepared by pre-querying the
ODP to classify the user queries. Following the notation introduced in Section 2.3, for
every ternts, we can obtain its classification for all levéls {1,...,L} using the ODP.
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This allows us to obtain all the categories associated to all the users in all levels, that
is G (u;) for all useru; € U, and all considered levels. Next, we createlassification
matrix that contains the number of queries for each user and category al, IMglc, .
Please, note that, we obtain one matrix for every level1,...,L}. So,My.c (i, ]) is
the number of times that categar‘lyis found in the queries of user.

Finally, we use théVly .c, matrices in order to compute thiecidence matrixthat
contains the semantic similiarity of the usdfg .y . Given the incidence matridy .y,
My xu (i, j) is the number of common categories between usgrsnd u; for all
depth leveld € {1,...,L}. Moreover note that the incidence matrix corresponds to the
similarity coefficient described in Section 2.3, thath&; .y (i, j) = ODRim(Ui, U;).

The process works as follows:

1. Obtain the classification matrict .c, using Algorithm 1.

2. Obtain the incidence matriy «y using Algorithm 2, i.e. the similarity coefficient
between users.

Algorithm 1 Algorithm for computing the classification matridmg «c WherelL = {1,....1}

Require: the maximum depth for the ODP categories
Require: the set of userd = {uj,...,un}
Require: the set of querie®; = {qj,...,qf, } of each useu
Require: the set of termgty, ... .t } of each query;
Ensure: {Myxc,,-...Muxc }, i.e. for every level, the matrixMy ¢, with the number of queries for each
category and user in the depth
forl € {1,...,L} do
for uj € {uyg,...,un} do
for dj € Qi = {dy,...,dm } do
for ts € q'j ={t1,....t;} do
obtain the categories at depthl for the termts using ODP;
for eachc; do
if ¢ € My g then
Mu xc, (Ui, &) = My« (Ui, &) + 1
else
add the columm; to My «c;
Mu xg (Ui, c) = 1
end if
end for
end for
end for
end for
end for

return {Myxc,,---,Muxc_}-
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Algorithm 2 Algorithm for computing the incidence matiy ..y

Require: the classification matrice@y «c,, . ..,Muxc }
Ensure: My xy
Initialize My xu (i, j) < Oforalli, j=1...n;
for MU><C| S {MUXC17~~~:MU><CL} do
for each columrej € My ¢, do
for each romy; € My ¢, do
for each romu, € My ¢, do
Mu xu (Uivup) <~ Muxu (ui-,up) +min(My xCi (Ui7Cj)7 My x¢ (Up7Cj));
end for
end for
end for
end for
return Myxu.

3.2. Partition

The partition step creates groupskafisers with similar interests using Algorithm 3.

Let us assume that andu, are the most similar users in the set. We calculate the
users’ similarityODRsjm using the incidence matridy «y, (see Section 3.1). The most
similar users are those that have the highest similarity coefficient in the matrix. Next, we
includeu; andu, to the cluster. If the group sizeis two, we deletes andu, records
from the incidence matrix and we repeat the process to obtain a new cluster. When the
group size is bigger than two, we merge the columns and rows afdu, creating
a new uset'. U is the addition of both users; andu,. Let us assume, thak is the
most similar user with/'. Next, we includeu; to the cluster withy; andu,,. The method
executes this procegs- 2 times.

Algorithm 3 Algorithm for computing the cluste®= {z, ..., z,} of users

Require: the set of userd = {u,...,un}
Require: the incidence matridy <y
Require: the clusters sizk
Ensure: the cluster = {z1,...,z} of users fory = [n/K]
Ml/J «u & Muxu;
U’ +U;
while |U’| < kdo
obtain the clustez of k users using the Algorithm 4 aid,  , ;
remove the useng € zformU’;
remove the columns and the rows of the usgrs zform M, ;;
addzto the sefZ;
end while
return Z={z,...,z}.
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Algorithm 4 Algorithm for computing a clusterof k users

Require: aincidence matrisM .,
Require: the clusters sizk
Ensure: a clusterzof k users
2+ 0;
obtain the two most similar usefsi, u, ), i.e. the cell oV, ., with the highest value;
add(u;,u, ) to the set;
while (|7 < k) and (columngM; ..,) > 0) do
for each columms € M), do
MLJ xU (Cs, UP) = MLJ xU (Cs, UP) + MLJ xU (Cs, Ui);
end for
for each rowrs € M., do
MU s (U1, Ts) = My o (Ui Ts) My (Up Ts);
end for
delete the column, of matrix My U
delete the rows, of matrix M, ;;
obtain the new;'s most similar useu,, i.e. the cell of the usas; with the highest value;
addu, to the set;,
end while
return z

3.3. Aggregation

For every clusteg; formed in the partition step, we compute its aggregation by selecting
specific queries from each user in the group. That is, given the cluster of zjsers
{us,...,u}, we obtain a new user,; as the representative (or centroid) of the cluster,
which summarizes the queries of all the users of the cluster. The selection of queries is
based on the following principles:

1. We give priority to queries semantically close between them.

2. The number of queries a user contributes to the cluster representative is propor-
tional to the number of queries of the user.

The first principle is considered in the partition step described in Section 3.2, since
clusters are composed of users with semantically similar queries. The second principle
is formalized defining some indexes as described below.

First, the number of queries of the centroid is the average of the number of queries of
each useu; of the clusteg;. Then, the contribution of a user(Contrily) to the centroid
of a cluster withk users, depends on her number of queji@s This contribution is as
follows:

Qi

Contrilg = .
Y |Qil

)
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Algorithm 5 Algorithm to aggregate theusers of the cluster

Require:
Require:
Require:
Require:
Require:
Require:

aclusterz of k users

the quotaQuota of each user of the cluster

the contributiorContrily of each user of the cluster
the set of querie®; of each user of the cluster

the queries lisSL

the microagregged loigIL

Ensure: the centroid of the cluster
ML <0
for each useu; € zdo
SL« sortQ = {d},...,dh, } by query repetitions.
while not reachQuota do
Add the first queny; with a probabilityContriby x #q _re petitionsto ML.
Deleteq) of SL
end while

end for

return ML.

Thus, the quota of each usgrin the new centroid; can be computed as:

More formally, the aggregation method runs the Algorithm 5 for each cluster. First,

Quota = % ()

it sorts logs from all users descending by query repetitions. Then, for eact; w$¢ne
cluster and while not reachir@uota do:

1. Add the first query of her sorted list with a probabilitpntrily x #q;_re petitions.
For example, ily; has a query repeated 3 times, @whtrib is 0.4, as30.4=1.2,

the method adds one query to the new log and then randomly chooses to add it

again or not according to the presence probabili/ 0

2. Delete the first query of the list.

4. Evaluation

We have tested our microaggregation method using real data from the AOL logs released
in 2006, which correspond to the queries performed by 650000 users over three months.
We randomly select 1000 users, which correspond to 55666 lines of query logs. The

usefulness evaluation and the results are presented below.
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4.1. Usefulness evaluation method

For each user we have her original set of queries and the corresponding protected ones
by means of our microaggregation method. All queries can be classified in categories,
that is, each query is classified in thdirst depth levels of the ODP.

In order to verify that our method preserves the usefulness of the data (i.e., does not
introduce too much perturbation), we count the number of queries of each category,
for a given levell, that are in the original log as well as in the centrgid, This
number is divided by the number of original queries,ig, obtaining asemantic remain
percentag€SRB in the level.

srp= P 4
P

To summarize, our evaluation method does not only match two equal terms in both
logs, but also a term in the protected log that replaces one with closest semantic in the
original log. Using a random partition algorithm, users of each cluster might not be
semantically close.

Consider, as an example of the worst case, a clustérusfers{ug,...,uc} with
respective querieQ = {Qq,...,Qx}, such thaQ;NQ; = 0 for alli # j. Thus, only the
queries of a single user in a specific topic will appear in the centroid.

In this case, the number of querieswpthat appear in the centroid can be calculated
using formula 3 and it is known that the sum of all quotag .ig herefore, in the worst
case when no common interests between users exists, we can calculate the @R&rage
as:

z.k@

i=1 x —1-

4.2. Results

As discussed in Section 2.2, ODP returns a list of categories for every term (or query),
and each category is composed of various hierarchical levels. In our method, one or all
categories can be used and, for each category, either all hierarchical levels or some of
them can be considered. Intuitively, the more categories and levels (deeper levels) that
are used, the higher the computational cost should be, and, perhaps, a better SRP can
be achieved. Thus, we want to study how these parameters influence the SRP and the
computational cost:

e ODP levels: every term has a categorization up to a hierarchical level, and the
deepest level can be different for every term. The deeper the level is, the less terms
that have information in this level there are. We want to know the deepest level
that gives information for a majority of terms.
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e SRP vs. ODP-categories: we want to know the SRP value when we use more or
less categories; that is, if we use more categories, the SRP can be either higher, or
have approximately the same SRP.

e Computational cost vs. ODP-categories: supposing that more categories are used,
the higher the computational cost will be, but the extra cost should be known. If
the extra cost is not significant and a better SRP is obtained, more categories can
be used.

4.2.1. ODP levels

In the ODP, not all terms rank up to a certain level. For example, our working set
of queries has terms with two levels (minimum) and others with twelve levels (max-
imum). In the study of the above mentioned relations (SRP vs. ODP-categories and
computational-cost vs. ODP-levels), levels that do not have a ranking for the majority of
terms can be ignored because such levels only give information to improve the SRP for
a reduced number of terms. Thus, we consider a level if it has information for, at least,
the 50% of the terms (queries).

In this sense, we have calculated for every level the percentage of terms that have
a result for the level, and Figure 2 shows the percentage of queries (our working set
of queries) that can be classified up to a certain depth level in the ODP tree. It can be
observed that only 57% of queries can be classified up to the level 5. So, we only run
tests up to this level.

100

75

50

25

% classified queries

L1 L2 L3 L4 L5 L6 L7
Depth Levels

Figure2: Percentage of queries that can be classified up to a certain level in ODP.

4.2.2. SRP vs. ODP-categories

Besides some initial tests (Erok al, 2010), we have calculated the percentage of

semantically similar queries as the accumulation of the levels; that is, we add the coinci-
dences of level 1 and 2 to calculate the percentage of semantically similar queries at level
2. In this current work, we have changed the evaluation method because we think that
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Figure3: Semantic similarity percentage of microaggregated logs using either the first category
or the five first categories returned by the ODP.

to evaluate each level separately is better to understand the remaining similarity of the
queries in that level.

We have compared the results obtained (SRP) by either using the first five categories
returned by the ODP or using only the first one. The range is enough in order to evaluate
the SRP behaviour when we use more categories. Note that the first category that gives
ODP is the most significative for the introduced term. Figure 3 shows, for cluster sizes
2, 3, 4 and 5, the averaggRPthat users obtain for various levdls The red colour
represents the obtained results using the first category returned by the ODP and the green
colour represents the obtained results using the first five categories. It can be observed
that both tests improve the theoretiGiRP(see Section 4) with all depth levels. Using
more categories in the ODP classification we achieve less similarity loss for deeper
levels and larger cluster sizes. For instance, when1l, the same gain is obtained in
all cases, but wheh =5 andk = 5, the difference gain is approximately 10% using the
first five categories instead of only the first one.

4.2.3. Computational cost vs. ODP-categories

The computation cost is larger when more categories are used. Figure 4 shows the
average time required to microaggregate logs for cluster &ize®,...,5 for various
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levels. It can be determined that using the first five ODP categories, the average time is
three times larger than using only the first one.

Tests were run on a Pentium Core 2 Duo 2.2Ghz without source code parallelization.
Figure 4 demonstrates that the required time increases linearly with the number of user
queries. Nonetheless, the program could be parallelized as follows:

e Data preparation: as each user has her queries, the classification malviges
can be computed simultaneously. Then, each cell of the incidence nvajriy
can be calculated independently, since we have available the classification matrix
of each user.

e Partition: the partition process is linear and cannot be parallelized, but it is a
negligible part of the whole process. The time required for its calculation is less
than one percent of the total time.

e Aggregation: as users are divided intogroups, the logs’ aggregation of each
group can be run simultaneously.

Thus, the program parallelization could make the proposal scalable for very large

systems.
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Figure 4. Average required time to microaggregate logs using our method for various ODP levels.

4.2.4. Considerations

It should be taken into consideration that we have repeated the tests of the previous initial
work (Erolaet al, 2010) and we have observed that the results have improved because
the ODP is constantly getting better. It now classifies more words. Furthermore, notice
that we are working with a set of 1000 users, randomly selected from the AOL files. We
expect to achieve great&RPvalues working with a larger set, because more similar
users may be grouped.

It is important to remark that our proposal achiekesnonymity (Samarati, 2001;
Sweeney, 2002) at user level, which guarantees that atdeastrs are indistinguishable
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in the protected version. This guarantees a high degree of privacy, preventing the famous
privacy leaks of the AOL logs.

To some readers our proposal might resemble agglomerative hierarchical clustering
methods such as the well known Ward method (Ward, 1963). This method has been also
adapted to perform microaggregation, although in another context, in Domingo-Ferrer
and Mateo-Sanz (2002).

5. Related work

There are several approaches to anonymize query logs in the literature (Cooper, 2008),
but they are normally reduced to the deletion of specific queries or logs. For instance,
in (Adar, 2007) the authors propose a technigue to remove infrequent queries, while in
Pobleteet al. (2008) a more sophisticated technique is introduced to remove selected
queries to preserve an acceptable degree of privacy, or in the case of Koatlova
al. (2009) to choose the publishable queries. Common techniques used in statistical
disclosure control (SDC) have not been applied to this specific problem until very
recently (Navarro-Arribas and Torra, 2009; Hoegal., 2009; Navarro-Arribagt al,

in press, 2011). Moreover, these systems use spelling similarities to link users; that is,
two users would be grouped if they had submitted syntactic similar queries. Therefore,
they cannot distinguish different senses of a term, if it has more than one.

The use of supporting semantic taxonomies to anonymize query logs was considered
in He and Naughton (2009) where the authors anonymize the set of queries made by
a user by generalizing the queries using WordNet (Miller, 2009). WordNet is a generic
lexical database of the English language, where concepts are interlinked by means of
conceptual-semantic and lexical relations. The problem of relying on WordNet when
facing the anonymization of query logs is that the query introduced by the user, despite
the fact that they might not be in English, can be meaningless in a generic dictionary. We
think that better results can be obtained for query logs by gathering semantic information
from the Open Directory Project (ODP), which its main purpose is precisely to serve as
a catalogue of the Web by providing a content-based categorization or classification of
Web pages. This will be the case in general for data which is composed of uncommon
words, which could not be found in WordNet. Note that if all words in the query logs
were present in WordNet, the use of the WordNet framework will presumably give
good results as well. Nevertheless, we need to introduce novel approaches to make the
information obtained from the ODP useful. Unlike WordNet, which already has lots
of published and tested distances functions, or aggregation operations, ODP lacks this
extensive previous work.
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6. Conclusions

The existing microaggregation techniques for query logs do not usually take into account
the semantic proximity between users, which is negatively reflected in the usefulness of
the resulting data. This paper presents a new microaggregation method for query logs
based on a semantic clustering algorithm. We use ODP to classify the queries of all users
and then aggregate the most semantically close logs. As we have seen, the resulting logs
achieves higher usefulness while presenkranonymity.

We have tested our proposal with real query logs from AOL, showing some good
results. Both in terms of information loss and in terms of protection, which is guaranteed
because our method ensukeanonymity at user level. As future work, new evaluation
methods such as as Domingo-Ferrer and Solanas (2009), will be tested to better assess
the quality of the results obtained using our system.
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Eliminating small cells from census counts tables:
empirical vs. design transition probabilities

Sarah Giessingand drg Hohne

Abstract

The software SAFE has been developed at the State Statistical Institute Berlin-Brandenburg
and has been in regular use there for several years now. It involves an algorithm that yields a
controlled cell frequency perturbation. When a microdata set has been protected by this method,
any table which can be computed on the basis of this microdata set will not contain any small cells,
e.g. cells with frequency counts 1 or 2. We compare empirically observed transition probabilities
resulting from this pre-tabular method to transition matrices in the context of variants of microdata
key based post-tabular random perturbation methods suggested in the literature, e.g. Shlomo, N.,
Young, C. (2008) and Fraser, B.,Wooton, J. (2006).

MSC: 62Q05 "Statistical tables”

Keywords: Tabular data protection, Census Frequency Tables, SAFE, Post-tabular protection
methods.

1. Introduction

In preparation for the German census 2011 we have started a comparative study of
several perturbation methods for census frequency counts. The German Census will
partly be register based, and partly be the outcome of a sample survey. This leads of
course to limitations in the amount of detail of tables that can sensibly be released, as
compared to a full census. Nevertheless, a huge amount of tabular output is going to be
published. Publication of tables will to a major extent be pre-planned, but there will also
be some flexible, user demand driven release of tabular data.
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Given the size of the publication, and other complexities (like non-nested hierarchies
that are foreseen for some classification variables like “age”) non-perturbative methods
like cell suppression do not seem to be a good choice: one of the issues to be raised
here is that with cell suppression, there would be a considerable disclosure risk due to
incomplete coordination of cell suppression patterns across tables. Perturbation methods
also have the advantage that they introduce ambiguity into the zero cells which helps to
avoid attribute disclosure when (nearly) all members of a population group score on
only one (sensitive) category of a variable.

In this paper, we investigate into basically three alternative methods. The software
SAFE (c.f. Hbhne, J. (2003a), hne, J. (2003Db)) is in regular use at the State Statistical
Institute Berlin-Brandenburg. SAFE is an implementation of an algorithm that yields
a controlled cell frequency perturbation. When a microdata set has been protected by
this method, any table which can be computed on the basis of this microdata set will
not contain any small cells, e.g. cells with frequency counts one or two. These small
frequencies are the main concern for disclosure risk in Census counts tables, since
they give information on the uniqueness or rareness of certain attributes or attribute
combinations of individuals. Because SAFE is a pre-tabular method, all tables computed
from the perturbed microdata set protected by SAFE are fully consistent and additive.

In comparison to SAFE, we study two post-tabular perturbation methods which
both are based on the use of microdata keys. This technique can ensure full, or at
least approximate, consistency of perturbations across different tables. Across table
consistency has two aspects: On one hand, inconsistencies may be irritating to users.
More severe from the disclosure control point of view is that inconsistency may lead to
disclosure risk. For example, an average taken over eventually inconsistently perturbed
values of logically identical cells (taken from different tables) should not be an unbiased
estimate of the original cell value.

Each of the two post-tabular methods involves two steps. The first step yields fully
or approximately consistently perturbed, but non-additive tables. Non-additivity is a
potential nuisance for users, and may also be a source of disclosure risk. Therefore,
in a second step, table additivity should be restored. This can be achieved by statistical
methods such as the iterative proportional fitting algorithm. In this paper we discuss
using linear optimization techniques for this step.

In order to avoid a perception of disclosure risk, and to provide a “visible” kind of
protection, we require both methods to provide, like SAFE, perturbed data without small
cells (i.e. without counts of one and two). Note that we imagine a ratfiee nge of the
data here, keeping in mind that for researchers there will be other options of accessing
the data.

This paper reports on findings of the first phase of the study when implementing
the methodologies. It is organized in eight sections: In Section 2, we outline the
methodological approach of SAFE. Technical issues of constructing suitable probability
transition matrices for random perturbation methods are discussed in Sections 3 and
4. In Section 5, we suggest an optimization technique to restore table-additivity, e.g.
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the CTA method of Castro, J., Ganez, J.A. (2009). Some test results are presented
in Section 6, and a measure of information loss on the cell level for SAFE results is
proposed in Section 7. We conclude the paper with a brief summary Section 7.

2. Methodological background of SAFE

In this section we briefly describe the methodological approach of SAFE, as far as it
is relevant for an application to protect tabulations of population Census counts data.
Starting point for the method is a microdata file where all variables are recoded to give
the highest degree of detail foreseen for any publication. Imagine a variable like age,
where perhaps data are collected so that for each person age could be deduced down to
the level of age in months, but publications should offer data at most by age in years.
Then the variable would be recoded to the level of age in years. We also assume here
that the data set consists of categorical variables only.

The basic idea of the method is to turn this data set (with, Nayariables at;
(i=1,...,N) categories) into a data set, in which either none of the records, or at least
three records score on each of the n, - - - kxny theoretical combinations of categories.

With respect to data quality, the method aims to preserve as far as possible cell counts
in a pre-defined set of ‘controlled’ tables. For those tables, the method yields results that
are in some sense ‘optimal’. If any other table is derived from the perturbed data set, it
will be safe (i.e. it will not contain any ones or twos), but differences between original
counts and those computed on basis of the perturbed data set can be much larger than
they arise for the controlled tables. The experience is that the method is usually able to
achieve a maximum deviation between 4 and 8 for a sensibly defined set of controlled
tables.

2.1. The SAFE mathematical model

The algorithm computes a heuristic solution for the problem of minimizing the maxi-
mum absolute deviation between true and perturbed cell values in the controlled tables.
Instances are defined by the following parameters:

e A set of linear relationg\y = a defining the table cells of the controlled tables as
sums of cells of an elementary table consisting of all combinations of categories
of all variables in the microdata set.

e \ectora,a= (&, i € |) denote the original frequencies presented in the controlled
tables, and vector,y = (y;j, j = 1,...,N) the entries (e.g. frequencies of category
combinations) of the cells of the elementary table. In a valid solution, vector
does not contain any entries of 1 or 2.
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e Vectorw of weights associated to perturbations of the table cells of the controlled
tables. For example, we may want to allow larger perturbations for larger cells, or
avoid them for cells that are rated “highly important”.

The objective of the model is to minimize the maximum entry of vedter (d;, i € 1),
d; € Z, denoting the deviations of original and perturbed cell counts in the controlled
tables. With these definitions, broadly, the model is as follows:

Solve the problem

miny,  maXe; (|dif +w)
subjectto Ay=a+d 1)
y;€{0,345,...} j=1...,N

This statement of the problem resembles a huge non-linear integer optimization
problem which is computationally intractableTherefore, an efficient heuristic algo-
rithm has been developed that gives near optimal solutions at reasonable expense of
computer resources.

Beginning with the (infeasible) initial solution given loy= 0, i.e. where cell values
are kept at their original value, a first feasible solution is obtained. This solution is
optimized later on.

A first feasible solution
In addition to the above parameters, we define now

e Vectorb = (by,i € 1), bj € B of bounds for maximum allowed deviations. In
practice,B consists of two values only, one stating the maximum deviation to be
allowed for cells defined by only one variable, the other one stating the maximum
allowed deviation for the other cells, e.g. cells defined as cross-combination of
categories of two or more variables,

e Vectorx= (xj, j=1,...,N), xj € {0,1} is 1, if elementary table cellis “unsafe”,

e.g. ify; € {1,2} and 0 otherwise.

The problem to be solved is

miny Z Xj
i=17N

subjectto |Ay—al <w+b )
y; €{0,1,2,3,...}
x;=1;ify; € {1,2} x;=0;ify;¢{1,2}

1. Note, in our test setting which is still substantially sieathan the real setting will be, the size of vecyor
(and thus the number of columns of matéixis approximatelN = (2% 4% 7+ 8 111x 10000)~ 5x 1CP.
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A feasible solution is obtained when the objective function is zero.

Minimizing the number of “unsafe” frequencies, using a heuristic, the algorithm step
by step changes critical frequencies of 1 and 2 into uncritical frequencies 0,3,4,... Ifthe
process stagnates, the statement of the problem is modified automatically by increasing
the vector of boundb, e.g.b =b+ 1.

Optimizing the solution

Once a feasible solution has been obtained, the method will seek to improve the solution
by reducing the maximum allowed perturbation, dagand eventuallyw. Usually, the
number of cells where the deviation is identical or near-identical to the respective bound
is relatively small. In the optimization step, after changing (decreasingyv, some of

the constraints in model (2) will be violated. Accordingly, we define now

e Vectorz= (z,i €1), z € {0,1} is 1, if for controlled tables celi the bound
constraint of model (2) is violated and 0 otherwise.

The algorithm derives a heuristic solution to

min, 3 2

icl
subjectto |Ay—a| — (W+b) <z (3)
yj €{0,3,4...}

If a solution is obtained wherg z = 0, the constraints will be tightened further (e.g.
icl
decreasd or w), and model (3) will be solved again. This step is repeated until either
an expected level of optimality (in the bounds) is reached, or further attempts seem to

be rather unpromising.

3. Generating random noise for frequency tables

The Australian Bureau of Statistics Fraser, B., Wooton, J. (2006), Leaver, V. (2009) has
developed a concept for a cell perturbation method. They propose that the random noise
should have zero-mean and a fixed variance. An alternative cell perturbation method re-
ferred to as “Invariant Post-tabular SDL” method was suggested in Shlomo, N., Young,
C. (2008). In the following two subsections we briefly outline the two alternative con-
cepts and discuss the technical construction of suitable probability transition matrices
for a random perturbation eliminating all small frequency counts.
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3.1. How to create zero-mean/fixed variance cell perturbations?

Fraser, B., Wooton, J. (2006) propose to generate for eacbwéh non-zero cell count
ic an independent integer value perturbatigrsatisfying the following two criteria:

(&) mean of zero

(b) fixed variance¢/ for all cellsc and all frequency counis

A third criterion, in order to meet the requirement that perturbed cells do not have a
count of one or two, would be

(©) ic+de ¢ {1, 2} f.a.ic, de

This means we look for & x L transition matrixP? containing conditional proba-
bilities: p;; = p (perturbed cell value ig | original cell value isi) with the following
properties:

(1) pvi=0

2) pi(vi)?=V

(3) pij =0for jin{1,2}
(4) %pij =1

(5) pj=0;if j<i—Dorj>i+D,
(6) poo=1 andpg; =0 for j >0, and of course
(7) 0<pj <1

where p; denote theth row-vector of matrixP andv; a column vector of the noise
which is added, if an original value @fis turned into a value of. l.e. the j™ entry

of v is (j —i). For examplev; = (—1,0,1,2,3,...,L — 2). (1) is equivalent to (a) and
expresses the requirement that the expected value of the noise should be zero. Similarly,
(2) is equivalent to (b), expressing the requirement of a constant variance, and (3)
relates to (c). (4) and (7) are of course necessary for any Transition matrix, (5) states
a maximum allowed absolute perturbation of some pre-defined comistamd (6) states

that zero frequencies must not change. Note for all rows aftefrevi, condition (3) is
always satisfied, when (5) holds. Hence we can facilitate the task of computing suitable
transition probabilities by adding a symmetry requirement for all rows afterev2:

8) piik=piiskfork=1...,D,ifi >D+2

2. Asindexj may take a value of zero (when a cell value is changed to zero), in the following we start counting
matrix and vector indices at 0, enumerating rows and columns df the matrix by 0.1,2,...,L — 1.
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With (8), condition (1) is always satisfied because the negative and positive devia-
tions balance each other. (2) simplifies into

2a) 2 3 pjj*=V.
j=1,....D

For simplicity, in the following we therefore assurhe- 1 = D + 3, applying the
perturbation probabilities given by ro + 3) of matrix P to all cell counts> D + 3.

For every row (or cell couni)(i = 1,...,D+2) conditions (1) to (5) can be rewritten
as system of three linear equations

(9) Apx=b,

whereAjp is a(3 x (min(i,D) 4+ 1+ D —k)) 3 coefficient matrix andb = (1,0,V)". The

elements ofx correspond to the entries of romin P which are not zero anyway by

definition (because of (3) or (5)). The first rowAf corresponds to condition (4), the

second row to (1) (e.g. unbiasedness) and the third row to (2) (fixed vaiignce
111

Consider for exampléd;3 =< —1 2 3 ;. In this simple case, the coefficient

1 49

matrix is invertible. The last row of the inverse(is1/2, —1/4, 1/4). Hence, in order

for pi3 to be positive,(—1/2, —-1/4,1/4) -b = (—-1/2+V /4) must be positive, and

henceV must be at least 2. In this case (9) has a unique solution, depending on the

choice ofV only. If V is exactly 2,p13is zero.

In general Aip has more columns than rows. So usually, there is no unique solution
for (9). But we can use (9) to derive feasibility intervals xge.qg. for thep;; ). A practical
approach is to fi¥ to 2+ ¢ with a small positive value far (increasing: and hence the
variance of the perturbation leads to an unnecessary loss of information). The system (9)
can be further strengthened by additional constraints, for example to express desirable
monotony properties likg;; > p; j+1 for j > i, or to improve symmetry by bounding
the difference betweep, j_1 andp; i 1.

We have experimented with = 3, 4 and 5. One of the findings was that for small
D andi, the linear programming problem derived from (9) (eventually together with the
additional constraints) gives quite small intervalsXoFor largerD andi the intervals
for x are wider. In those cases we first fixed a value (like 70 %) for the centre of the
distribution, p;i. Afterwards we fitted each tail of the distributigy), j > iandp;j, j <i
to the tails of a normal distribution using a simple heuristic approach:

At first, provisionally fix one (say, the left-hand) tail of the distribution. This gives
a target total probability and target total variance for the right-hand tail (through
subtracting the corresponding left hand tail values from differencing @neesp.)).

3. kisthe number of elements {1,2} N[i — D; i +DJ.
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Then approximatep;; (j > i) by Fqosti — Feosyi, where e denote the Normal
distribution with zero expectation and suitable Variaodatx, andk denote the starting
point of the distribution tail. The starting poitshould be selected as to achieve that
the approximatey;, D ,; is about zero. See Gielding, S.0lhe, J., (2010) (Appendix),
for further details, and how to obtain a suitable variance parameter.

The corrected approximatg, i distribution can then be used to derive the target
values for a corrected total probability and variance of the left-hand tail. Carry out the
procedure described for the right hand tail for the left hand tail now. Finally, feed back
the corrected approximafg; into the system (9) and (by minimizing or maximizing
one of the variables) obtain a final distribution which meets the requirements of (9) with
sufficient precision.

Table 1 in the appendix shows the final probability matricestce 3, 4 and 5,

e.g. the design transition probabilities and compares them to the transition probabilities
observed empirically for the cells of the set of controlled tables after protecting the data
by SAFE. Obviously, the SAFE method results in much smaller probabilities that cell
values change by less than three.

3.2. Combination of invariance and a “no-small-cells” requirement?

The idea of the “Invariant Post-tabular SDL” method Shlomo, N., Young, C. (2008) is to
preserve the frequency distribution of the cell counts. But in our setting we require the
frequency of perturbed small counts (ones and twos) to be zero. So for the small counts
these are aims that clearly exclude each other. A possible way out would be to relax the
goal of invariance. E.g. only seek to preserve the frequency distribution of cell counts
above three and the total frequency of all cell counts below four. This can be achieved
as follows:

As shown in Shlomo, N., Young, C. (2008), an invariant maRiis obtained by
multiplying some pre-defined initial transition matix(for an example see Shlomo,
N., Young, C. (2008)) with a suitable mat@} Q is obtained by transposing mati
multiplying each columnj by the relative frequency of countand then normalizing
its rows so that the sum of each row equals one. Finally the diagonal elements of this
matrix are increased by the following transformati®h = aR+ (1— a)l, wherel is
the identity matrix of the appropriate size.

Giel3ing, S., Whne, J., (2010) explain how to adapt this procedure to the “no-small-
cells” requirement. In a first stage, an invariant malixis computed such that the first
row gives the joint transition probabilities of all counts under four, and the first column
gives the probabilities for changing a given count into a count smaller than four. The
procedure to obtaiR* is the same as in Shlomo, N., Young, C. (2008), except that here
we use a vector of relative frequencies, where the entries corresponding to the ones,
twos and threes are added up to one joint emiry. We also replace the first row of
the initial transition matrix by a column vector where all entries except for the first two
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are zero. See Giel3ing, S.phhe, J., (2010) for details of how to compute the first two
entries of this vector, and on how to compute separate transition probabilities for counts
under four. Finally, we replace the first lineef by the separate transition probabilities

for counts under four (and attach three columns of zeros to the other lines). This way
we get a transition matriR**, which is almost invariant, except that for counts under
four only their total frequency is preserved. For illustration, in the following we present
an example using real data of a table of the last West German census of 1987.

Example 1:

For a census table with frequencieg,(\>, Vs, Vs, Vs, ...) = (96, 32, 20, 16, 15,...)
observed for counts (1,2,3,4,5,...), we computed an initial invariant m@trigwith

D = 2). Table 2 shows the first four rows and six columns of the matrix of expected
frequencies obtained fromv{_3, V4, V5, V6, V7,...) - R*

Table 2: Expected frequencies pof counts of i perturbed into counts of j.

0-3 4 5 6 7 8
0-3 144.62403 2.9690406 0.4069246 0 0 0
4 2.9690406 11.81552 1.0893785 0.1260606 0 0
5 0.4069246 1.0893785 12.211631 1.196397 0.0956693
6 0 0.1260606 1.196397 10.676843 0.9239783 0.0767213

Table 3 below shows the first six rows and six columns of the imafrexpected
frequencies computed a¥( Vs, V3, Va4, Vs, ...) - R**. The sum of the first two column
totals in Table 3 (regarding = 0.3) is 148, e.g. the total observed frequency of the
counts under 4= 96+ 32+ 20) is exactly preserved.

Table 3: Expected frequencies pof counts of i perturbed into counts of j for example 1.

0 3 4 5 6
1 60.531974 35.468026
2 9.510658 22.489342
3 4.6240348 12 2.9690406 0.4069246 0
4 2.9690406 11.81552 1.0893785 0.1260606
5 0.4069246 1.0893785 12.211631 1.196397
6 0 0.1260606 1.196397 10.676843

Note that apart from this introductive example, we did notycaut further testing of
this method. The concept of preserving frequencies for each individual cell count is not
too convincing when the expected use of the data is a ratfiee naé. An exception
would be a situation where the frequencies for individual cell counts are a statistic of
interest for the user. Such an application is outlined in Section 7.

4. Note that there will be options for researchers to access thealdgpta via research data centres.
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4. Selection of random noise

The random mechanism proposed in Fraser, B., Wooton, J., (2006) can be implemented
very easily: For our experiments, we used the SAS random number generator which
produces pseudo random numbers distributed uniformly ovefy0;2]. We assign

such a random key to each record in the microdata file. When computing the tables,
also the random keys are aggregated. The result is then transformed back into a random
number on this interval by applying the modulo function, e.g. mod. If the same

group of respondents is aggregated into a cell, the resulting random key will always be
the same. Cells which are logically identical thus have identical random keys.

Then we simply use a transition matrix computed to give zero-mean / fixed variance
noise (as explained in 3.1), compute cumulated probabilities (for each row) and multiply
the resulting matrix by  — 1. Denoting the entries of this matrix ;; we change a
cell count ofi of some celkinto j, if the random key of celt is betweerM; j_; andM;.

This will guarantee that the expected values of the perturbed counts are identical to the
original counts (unbiasedness) and lead to consistently perturbed data. However, for a
given table, the mean perturbation of cells of a given frequency é¢asinbt necessarily

zero. This mean will depend on the actual distribution of the corresponding record keys.
For the data of example 1 above the observed difference between a true cell count and
the mean of the corresponding perturbed counts varies betw@&2 and 078.

See Section 4.1 of Giel3ing, S.phhe, J., (2010) for some special issues regarding
an appropriate selection procedure in the context of the invariant post tabular method.

5. How to restore table-additivity?

Non-additivity is a potential nuisance for users, and may also be source of some
disclosure risk. As simple example, assume random noise with a maximum perturbation
of two has been applied. Assume two cells with original count one are perturbed to
count three, and the original total of two is perturbed to zero. Users are informed on the
maximum perturbation. Hence they know that both inner cells must have original count
one at least. But if any of them were greater then one, the original total would be at least
three and could not have turned into a perturbed value of zero.

This kind of disclosure risk typically arises, when all inner cells are all perturbed
in the same direction, each with the maximum possible perturbation, and the total cell
is perturbed in the other direction, also with the maximum possible deviation. With
perturbations based on transition matrices like the ones discussed in Section 3 with
usually small probabilities on the tails these events will be relatively rare. However, we
should also bear in mind, that this is only the simplest kind of attack. A systematic
analysis based on linear optimization techniques and taking into account the aggregate
structure of a perturbed non-additive multidimensional table with a published maximum
perturbation might eventually break other perturbation patterns as well.
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Restoring table additivity, as suggested in Fraser, B., Wooton, J. (2006) and Shlomo,
N., Young, C., (2008) is considered there an integral part of the method. Leaver,
V. (2009) and Shlomo, N., Young, C., (2008) point out that restoring additivity can
be achieved by iterative methods. As an alternative, we suggest to consider a linear
programming based method like Controlled Tabular Adjustement (see f.i. Dandekar,
R.H., Cox, L. (2002), Castro, J. (2006)).

For a first experiment, we use the CTA implementation of Castro, J., &emnz].A.
(2009¥. The algorithm restores additivity to a table, minimizing an overall distance to
the table provided as input. The distance function implemented is a weighted sum of
absolute per-cell-distances. Weights are provided by the user of the software. The user
can define for each cell upper and lower bounds on the deviations, and can define a set
of cells labeled assensitive cells’. Sensitive cells are forced to change their values. For
each sensitive cell, the user definepmtection interval The adjusted cell value is not
allowed to take a value within the protection interval.

Computational complexity of the problem depends strongly on the number of sen-
sitive cells. In a first experiment, we therefore use a two stage approach: in a first CTA
run, we only restore additivity to the table. Although in this step we assign cell weights
which will avoid to some extent that the algorithm adjusts cell counts ofzmrthree,
we will usually get an adjusted table with some small cell counts (e.g. ones and twos). In
a refinement run, we define these ones and twos as sensitive, and define the correspond-
ing protection interval as the interval (0;3). At the same time, for all cells with counts
greater or equal to three we defined a lower bound of at least three. For all cells with
zero count, the upper bound is zero. This way, however, we run a certain risk of defining
an infeasible problem, especially if we define at the same time rather narrow bounds for
the non-sensitive cells. See Section 6 for a test result.

Because the adjustment cannot simultaneously take into account all tables ever to
be releaseq it introduces inconsistencies in the perturbation. Identical cells, even if
they received the same perturbation by the random process, may become adjusted to
different values. This fact leads to some risk that some perturbations might be undone,
if intruders run an LP-based analysis taking into account the aggregate structure across
several tables. But this is not such an easy task, on one hand, and on the other hand, it
may not be very successful, because it may happen that only original frequencies can be
broken that do not cause disclosure risk.

Of course one might consider using the adjustment methodology without previous
random perturbation, only to ‘remove’ cells with small counts from the table. But as long
as this does not —unlike the SAFE method - yield a fully consistent data base, there is
then a risk that by averaging cell values over a number of tables a user can recover the

5. See Castro (2011) for an extension of the methodology.
6. Note that we do not allow original zero cell counts to be adjusted.

7. (This would be a problem similar to the on solved by SAFE, c.f. 2 (in particular in size) and too huge for
today computational resources).
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original data. With a previous random perturbation, such an approach will only recover
the underlying perturbed table, as pointed out in Leaver, V., (2009).

6. Some test results

Table 1 in the appendix shows the probability matrices we computed for the zero
mean/fixed variance noise approach when the maximum allowed deviatioms-are

3, 4 and 5 respectively, and compares them to the transition probabilities observed
empirically for the cells of the set of controlled tables after protecting the data by
SAFE. Obviously, the SAFE method results in much smaller probabilities that cell
values change by less than three.

For all counts afteD + 3, in our implementation of the stochastic noise, transition
probabilities are defined identical to those obtaineddoer 3. Figure 1a below shows
the empirical SAFE probabilities for counisto change byd for counts between 9
and 16 in the set of controlled tables, compared to the transition probabilities of the
stochastic noise obtained f@ = 5. Figure 1b shows those probabilities for counts
grouped into count size classes observed for cells that are not in the controlled tables. For
our experiment we defined as control tables only tables defined by cross-combination of
at most 3 variables. The results presented in Figure 1b on the other hand relate to cells
defined by cross-combination of 4 variables.

As can be seen in Figure la, the SAFE probabilities become approximately normal
when the cell count increases. It is also very clear that the SAFE perturbation is stronger
than that of our stochastic noise implementation: Compare f.i. the probability of no
change (i.e. atl = 0) which is about 70 % for the stochastic noise, but between 13 %
and 26 % for SAFE. However, the difference matters mainly for the small perturbations,
and hence will matter more for smaller counts.
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Figure la: SAFE vs. stochastic noise transition probabilities.
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Figure 1b: SAFE, transition probabilities for banded counts in non-control tables. probabilities.

Figure 1b shows that also for cells that are not contained in the controlled tables,
the deviations resulting from SAFE are still normally distributed, but the tails of the
distribution are longer. While we got a maximum deviation between true and perturbed
count of 7 for controlled tables cells, deviations of up to 30 occurred in the set of 4-
dimensional cells, as can be seen in table 4 presenting the maximum observed deviations
for the cell count size classes of Figure 1b.

Table4: SAFE, maximum observed deviations D for non-control table by cell count size class.
Counts 20-49 50-99 100-299 300-499 500-999 1000-4999 > 5000
D 16 19 25 21 30 24 26

Considering that table additivity is a very important issumakes sense to compare
SAFE transition probabilities not only to the design transition probabilities of stochastic
noise, but also to the noisy tables after restoring additivity. We have applied the approach
of Section 5 for restoring table additivity using CTA to a 3-dimensional test table.
The table has been perturbed using the design transition probabilities displayed in
Table 1 (appendix). For this instance we obtained adjusted tables where the maximum
perturbation of cell counts is identical before and after the adjustment. This is certainly
encouraging, but it seems unlikely that it is a general result. Table 5 compares the noisy

Table 5: Distribution of 22670 non-zero test table cells by absolute deviations to true cell values.
Abs.Dev. SAFE noiseD3 adj. noiseD3 noiseD4 adj. noiseD4 @b adj. noiseD5

0 12.88 23.17 29.44 29.44 38.99 30.62 40.18
1 44.62 44.05 40.23 39.87 34.08 40.05 34.63
2 27.68 23.31 22.31 21.01 19.20 20.41 18.48
3 11.09 9.47 8.01 5.86 4.31 5.07 3.33
4 3.16 3.82 3.42 2.38 1.92

5 0.48 1.47 1.46

6 0.10
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tables before and after restoring additivity to those computed with SAFE protected data.
It presents the frequency distribution of the 22670 non-zero cells of the example by
absolute deviations between true and perturbed values.

For this example, we observed a mean-deviation between true and perturbed values
of 1.49 for SAFE. For stochastic noise @t= 3, 4 and 5 we got mean deviations of
1.09, 0.99 and 0.97, resp., and after restoring additivity 1[19-(3), 1.15 D = 4)
and 1.13 D = 5). Obviously, in this example, even after restoring additivity, stochastic
noise outperforms SAFE. On the other hand, the experiment also shows that —at least
when we use the methodology of Section 5 not allowing that new small cells appear
in the adjusted tables— restoring additivity tends to increase deviations (for example
the mean deviation faD = 5-noise from 0.97 to 1.18) It has to be expected that this
effect increases with increasing size of the tables where additivity has to be restored.
The computationally expensive second CTA Stepquired between about 6 and 24
minutes. As it is intended that table generation for the Census results should be an
OnLine process, this is certainly too long. Even, if this issue could be solved, before
such an approach could be putinto practice, a lot of experimentation would be necessary,
for example to determine “sustainable” parameters for the initial random perturbation in
the sense that the adjustment process can preserve to some extent the properties of the
random perturbation (like f.i. the maximum perturbation).

7. Data utility —a cell level measure of information loss

Probably, many users of census counts data do not use them for complex statistical
analyses, but are merely interested in learning simple facts, like ‘how many people with
properties X live in area Y?'. When those counts are perturbed, they should be informed
how reliable each individual cell is. This is especially important, if a perturbation method
may produce fairly large perturbations, although only for a very small portion of the
cells, which can f.i. be the case for SAFE for cells which do not belong to the set of
controlled tables.

A simple information loss measure on the cell level could be given by publishing
along with the perturbed counts the absolute value of the perturbation. However, this
may be too much information, leading to disclosure risk. Instead, one might publish the
absolute value of a perturbed version of the perturbation.

Usually, to inform about data utility, one publishes information on the perturbation
on the table level, like the frequency distribution of the noise (c.f. Table 5). Therefore,
when perturbing the perturbations, it makes sense seeking to preserve these frequencies.
E.g. use an invariant matrix of transition probabilities for perturbing the perturbations

8. Note that these findings may not apply to all additivity noelth
9. The first step which only restores additivity to the table takes just a few seconds for this instance.
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of the original counts in a table. Generating such a transition matrix is a straightforward
application of Shlomo, N., Young, C. (2008). The only difference is that, unlike the
original counts which are positive numbers, the perturbations take values between
—D and D. Table 6 shows the results of an application to table Region x Age x
Country.of_Birth®. The observed frequencies of the perturbed SAFE-deviatinsd (
match the frequencies of the unperturbed SAFE-deviatiay)snearly exactly.

Table 6: Number of cells of a test table by deviation of the SAFE protected results: true frequéngies
vs. frequencies after invariant perturbation of observed deviatjogs).

Cells with negative deviationd Cells with positive deviationd

d Ng ng* ng —Ng* d Ng ng* ng —Ng*
-13 1 0 1 13 0 0 0
-12 5 5 0 12 7 6 1
-11 30 31 -1 11 44 45 -1
-10 110 110 0 10 108 108 0
-9 310 309 1 9 372 370 2
-8 836 837 -1 8 878 879 -1
-7 1872 1871 1 7 2141 2141 0
-6 8203 8204 -1 6 9230 9231 -1
-5 34859 34859 0 5 37674 37675 -1
—4 162116 162115 1 4 170659 170657 2
-3 369234 369234 0 3 393652 393654 -2
-2 622462 622464 -2 2 778735 778735 0
-1 1226831 1226831 0 1 783760 783758 2

0 739905 739905 0 0 739905 739905 0

8. Summary and final remarks

In preparation for a comparative study of several perturbation methods for census
tabular frequency data, in this paper we have raised some practical issues regarding the
implementation of two alternative approaches explained in literature. In particular, this
paper has discussed in some detail how to construct zero-mean/fixed variance transition
matrices required to implement the methodology of Fraser, B., Wooton, J. (2006). We
also discuss an extension of an idea of an invariant transition matrix suggested in
Shlomo, N., Young, C. (2008) to a situation where the perturbation procedure should
eliminate small cells.
As pointed out in Fraser, B., Wooton, J. (2006) and Shlomo, N., Young, C. (2008),

additivity is not preserved by the post-tabular random perturbation method, but can be
restored afterwards —however, at the expense of between tables consistency. We have

10. Note that variable Countrgf_Birth has been defined here to involve one category which definestear
subtotal not contained in the set of cells defined by the set of controlled tables. Therefore, SAFE perturbs some
cells of this table by more than the control-tables maximum of 7.
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outlined and tested on a small instance an approach based on linear optimization, e.g.
CTA methodology.

Leaving a larger scale empirical comparison of the post-tabular methods discussed
in the paper with the pre-tabular perturbation method SAFE outlined in Section 2 for
the future, the paper provides evidence that the post-tabular methods as implemented
here tend to result in smaller changes to the data than SAFE. On the other hand, as a
pre-tabular method, SAFE preserves additivity and consistency, is easier to implement
in a flexible OnLine table generation environment, and is able to keep the maximum de-
viations in a set of pre-specified tables acceptably small. These are important properties
and may be worth “less optimal” performance regarding data quality to some degree.
While the perturbation caused by SAFE tends to be stronger than those caused by a
non-additive post-tabular approach, the paper shows that they tend to be normally dis-
tributed, e.g. large deviations are relatively unlikely, also for cells that are not contained
in the set of pre-specified, controlled tables.
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Appendix

Table1: Zero mean, Varianc+ ¢ probability transition matrices for maximum
perturbations D of 3, 4 and 5 vs. empirically observed transition probabilities for SAFE.

0 3 4 5 6 7 8 9 10 11 12 13

Random Noise,D =3

1 '0.667 0.332 0.001 0.000 0.000 0.000 0.000 0.000 0.000 0.000000.0.000

2 0.334 0666 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000000.

3 0.125 0.687 0.063 0.063 0.063 0.000 0.000 0.000 0.000 0.000 0.000000.

4 0.000 0.601 0.099 0.100 0.100 0.100 0.000 0.000 0.000 0.000 0.000 0.000

5 0.000 0.167 0.167 0.416 0.083 0.083 0.083 0.000 0.000 0.000 0.000 0.000

6 0.000 0.072 0.072 0.0720.571 0.072 0.072 0.072 0.000 0.000 0.000 0.000

7 0.000 0.000 0.072 0.072 0.0720.5712 0.072 0.072 0.072 0.000 0.000 0.000

8 0.000 0.000 0.000 0.072 0.072 0.070.571 0.072 0.072 0.072 0.000 0.000
Random Noise,D =4

1 0667 0.333 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000000.0.000

2 0.334 0666 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000000.

3 0.120 0.700 0.082 0.045 0.027 0.026 0.000 0.000 0.000 0.000 0.000000.

4 0.064 0.076 0.700 0.068 0.037 0.029 0.026 0.000 0.000 0.000 0.000 0.000

5 0.000 0.143 0.143 0.542 0.043 0.043 0.043 0.043 0.000 0.000 0.000 0.000

6 0.000 0.063 0.063 0.0630.662 0.038 0.038 0.038 0.038 0.000 0.000 0.000

7 0.000 0.032 0.033 0.034 0.0500.700 0.050 0.034 0.033 0.032 0.000 0.000

8 0.000 0.000 0.032 0.033 0.034 0.05(0.700 0.050 0.034 0.033 0.032 0.000
Random NoiseD =5

1 0.667 0.333 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000000.0.000

2 0.334 0666 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000000.

3 0119 0.700 0.082 0.050 0.028 0.014 0.007 0.000 0.000 0.000 0.000000.

4 0.062 0.076 0.704 0.075 0.037 0.020 0.014 0.012 0.000 0.000 0.000 0.000

5 0.025 0.068 0.068 0.700 0.059 0.027 0.019 0.018 0.017 0.000 0.000 0.000

6 0.000 0.057 0.057 0.0570.700 0.041 0.023 0.021 0.021 0.021 0.000 0.000

7 0.000 0.025 0.035 0.035 0.0620.700 0.060 0.028 0.020 0.018 0.018 0.000

8 0.000 0.015 0.016 0.019 0.032 0.06¢0.700 0.068 0.032 0.019 0.016 0.015

SAFE

0.680 0.288 0.031 0.000 0.000 0.000 0.000 0.000 0.000 0.000000.0.000
0.408 0.472 0.073 0.006 0.040 0.001 0.000 0.000 0.000 0.000 0.000000.
0.208 0.514 0.101 0.015 0.153 0.008 0.000 0.001 0.000 0.000 0.000000.
0.077 0.440 0.122 0.026 0.262 0.058 0.002 0.013 0.000 0.000 0.000 0.000
0.022 0.294 0.112 0.046 0.337 0.111 0.023 0.053 0.002 0.000 0.000 0.000
0.004 0.157 0.085 0.0510.347 0.154 0.052 0.136 0.010 0.000 0.002 0.000
0.000 0.037 0.070 0.044 0.2940.182 0.087 0.198 0.071 0.004 0.013 0.000
0.000 0.009 0.015 0.035 0.203 0.1640.119 0.244 0.123 0.044 0.042 0.002
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Abstract

The U.S. Census Bureau has the responsibility to release high quality data products while
maintaining the confidentiality promised to all respondents under Title 13 of the U.S. Code. This
paper describes a Microdata Analysis System (MAS) that is currently under development, which
will allow users to receive certain statistical analyses of Census Bureau data, such as cross-
tabulations and regressions, without ever having access to the data themselves. Such analyses
must satisfy several statistical confidentiality rules; those that fail these rules will not be output
to the user. In addition, the Drop q Rule, which requires removing a relatively small number of
units before performing an analysis, is applied to all datasets. We describe the confidentiality
rules and briefly outline an evaluation of the effectiveness of the Drop q Rule. We conclude with
a description of other approaches to creating a system of this sort, and some directions for future
research.
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1. Introduction

The U.S. Census Bureau collects its survey and census data under Title 13 of the U.S.
Code, which prevents the Census Bureau from releasing any data “. .. whereby the data
furnished by any particular establishment or individual under this title can be identified.”
In addition to Title 13, the Confidential Information Protection and Statistical Efficiency
Act of 2002 (CIPSEA) requires the protection of information collected or acquired for
exclusively statistical purposes under a pledge of confidentiality. However, the agency
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also has the responsibility of releasing data for the purpose of statistical analysis. In
common with most national statistical institutes, our goal is to release as much high
quality data as possible without violating the pledge of confidentiality, as described in
Duncan et al. (2001) and Kaufman et al. (2005).

This paper discusses a Microdata Analysis System (MAS) that is under development
at the U.S. Census Bureau. Much of the framework for the system was described in
Steel and Reznek (2005) and Steel (2006). The system is designed to allow data users
to perform various statistical analyses (regressions, cross-tabulations, correlation coeffi-
cients, etc.) on confidential survey and census microdata without seeing or downloading
the underlying microdata.

In Section 2, we give some background on the MAS and the motivation for its devel-
opment. In Section 3, we discuss the current state of the prototype system, including its
capabilities and the rules that protect confidentiality. In Section 4, we briefly summarize
a study of the effectiveness of tirop q Rule one of the disclosure avoidance mea-
sures taken within the system. In Section 5, we examine some other approaches to the
problem of creating a remote access system such as the MAS. In Section 6, we conclude
with remarks on future research and the further development of the system.

2. Background on the MAS

The Census Bureau conducts reidentification studies on our public use microdata files.
In these studies, we attempt to link our public use files to external files that contain
identifiers. Itis reasonable to expect that with more publicly available data and expanded
use of data mining tools, there will be an increase in the number and complexity of
confidentiality threats. There is some concern that in order to meet the confidentiality
requirements under which the Census Bureau operates, we may have to reduce the detail
available in our data products and use more perturbation techniques to protect them, thus
degrading the quality of the data.

This problem of data confidentiality—at the Census Bureau and other statistical
agencies around the world—has motivated the creatioernbte access systemvkich
allow the user to request a statistical analysis and receive the result without having direct
access to the underlying microdata. Common to almost all remote access systems is that
the ability to receive desired results is not absolute: in some instances, the result might
be based on perturbed data, and most proposals for remote access systems include the
rejection of some queries to preserve confidentiality. The idea of a remote access sys-
tem goes back at least to Keller-McNulty and Unger (1998), although the concept of
allowing customized queries was proposed much earlier; see the description of the Geo-
graphically Referenced Data Storage and Retrieval System in Fellegi et al. (1969). Fel-
legi (1972) anticipates the need to screen the query results to ensure that confidentiality
is adequately protected. Adam and Worthmann (1989) describe several restrictions on
systems that release counts of numbers of people with particular characteristics. These
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include suppressing counts if the numbers are too close to 0 or to the full size of the
database; requiring that multiple queries from the same user have only limited overlap;
and keeping a log of each user's queries and checking each new query against the log
to verify nondisclosure. However, they acknowledge that the last of these is sufficiently
time consuming and storage intensive as to be unfeasible. They also consider the possi-
bility of partitioning the data into indivisible units of two or more observations each and
allowing only queries that operate on unions of the units, rather than on arbitrary sets of
observations.

The Microdata Analysis System will allow the U.S. Census Bureau to provide a
controlled, cost-effective setting in which data users have access to more detailed and
accurate information than is currently available in our public use microdata files. The
data accessible through the MAS can identify smaller geographic areas and show more
detail in certain variables where our public use files would be coarsened. Our goal for
the MAS is to allow access to as much high quality data as possible. An advantage of the
MAS is that it lessens the need for data to be released in less secure or more expensive
manners, such as those described in Weinberg et al. (2007). A predecessor of the MAS
is discussed in Rowland and Zayatz (2001).

Unlike the proposal in Schouten and Cigrang (2003), our plan is to make the MAS
available to anyone who wishes to use it. In a sense, the MAS will serve as a Research
Data Center for the entire public, although there will be restrictions in place that a
qualified researcher would not encounter at an established Research Data Center. The
MAS will allow access to data from demographic surveys and decennial censuses, with
the goal of eventually including economic survey and census data, as well as linked
datasets. We will initially make available regression analyses and cross-tabulations, with
other analyses to be added in the future. Currently, we intend to keep a record of all of
the queries entered into the system, but not the identities of the users making the queries.
Although the record will not directly affect the output that the system provides, it will
allow us to see how the system is being used. Our goal in doing this is to improve the
user experience and enhance the disclosure avoidance techniques if necessary.

Our current plan—as described in Chaudhry (2007)—is to offer the MAS through
the Census Bureau's free DatFRETT service with the intention that the system will
be used by people needing fairly simple statistical analyses: news media, some policy
makers, teachers, students, etc. The MAS has a graphical interface that allows users
to select variables of interest from a list. In the case of regression, variables can be
dragged into equations and, with a few clicks, users may create variable interactions
and transformations of selected variables. Some users may feel the need to use the
underlying confidential microdata for more exploratory data analysis, but it is not
apparent how to allow this within the MAS without violating confidentiality. These users
may find our public use files, when available, meet their needs if they account for the
decreased accuracy inherent in our disclosure avoidance procedures. Having a limited
range of allowable analyses is a weakness of the MAS, but, other than expanding the
number of off-the-shelf analyses the system offers, it is difficult to see how to remedy it.
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3. Overview of the MAS Confidentiality Rules

In 2005, the Census Bureau contracted with Synectics to develop an alpha prototype of
the MAS using the SAS language. We also contracted with Dr. Jerome Reiter of Duke
University to help in developing the confidentiality rules of the system and with Dr.
Stephen Roehrig of Carnegie Mellon University to help in testing these rules. Some rules
were developed and modified as a result of the testing. The beta prototype of the MAS
implements a Java interface within DatE#RETT, which submits requested analyses to

an R environment. We are using the publicly available data from the Current Population
Survey March 2008 Demographic Supplement to test the system.

The MAS software is programmed with several confidentiality rules and procedures
that uphold disclosure avoidance standards. The purpose of these rules and procedures is
to prevent data intruders from reconstructing the microdata records of individuals within
the underlying confidential data through submitting multiple queries. The confidentiality
rules discussed in this section are quite complex, and this discussion does not delve into
the complexities. More detail can be found in Lucero (2009, 2010a). All analyses are
subjected to two logical checks, referred to as @ Marginal 1 or 2 Ruleand the
Universe Gamma Rulevhich ensure that no query is answered if the universe is too
small or if the universe can be used to carry out differencing attacks by comparing
results of similar universes. Regression analyses are further subjected to restrictions on
the use of predictor and response variables. We plan to explore whether additional rules
are necessary for correlation coefficients.

3.1. Confidentiality Rules for Universe Formation

MAS users are allowed to run their statistical analyses on a universe, or sub-population,
of interest. Users are presented with a set of variables and category levels from which
they can define a universe using condition statements on the variables. For example, if
the user selectgender= 2(femalg from the metadata, the universe is defined to be
the sub-population of all females. A slightly more complicated universgersler=
1(male v employment status O(unemployeg@l One of the confidentiality rules re-
quires that all variables used to define universes must be categorical.

Since a user may want to define a universe based on variables that are not inherently
categorical (i.e., those that are continuous), raw numerical variables are presented to
the user as categorical recodes based on output of a separate binning routine. This
cutpoint program, outlined in Lucero et al. (2009b), creates bins of numerical values
and ensures a pre-specified minimum number of observations between any two cutpoint
values. Section 3.1.3 describes possible ways to generate cutpoints.

To define a universe using a numerical variable, a user is forced to choose from a
predetermined list of ranges the range that best meets her goal. For example, if a user
wished to run analysis on people withcome= $46,000, the user would select the
metadatancome= 4, which is the rangé$45 000,$53 000 on the variableéncome
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Table 1: Table representation of the universe defined from (1) and (2).

income
gender | $0 to $28,000, $28,000 to $39,000 $39,000 to $45,000 $45,000 to $53,000 Total
male N1 N ni3 N14 Ny,
female No.1 17 N3 N 4 ny,.
Total n1 n.o ns N4 n..

and defines the universe as the sub-population of all indalddwhose income is
between $45,000 and $53,000. Note that a user cannot define the universe to be the
rangeincome= ($39 000,$46,000 unless $39,000 and $46,000 are among the pre-
determined cutpoints. The user must choose a range of values consistent with the
cutpoints that are given. This is a crucial restriction on what a user can do, since
allowing arbitrary universe formation on continuous data could lead to a differencing
attack disclosure, as described in Section 3.1.2.

3.1.1. Confidentiality by Minimum Universe Size Requirements

To define a universe in the MAS, the user would first saeletcoded variables from the
metadata, then select upjtbins for each of thenrecoded variables. Universe formation

on the MAS is performed using an implicit table server. For example, suppose a data user
defines the universe as the union:

gender= female AND $45000< income< $53 000 1)

OR
gender= male AND $28000 < income< $45 000 2

This universe is represented as selected cells from a two-way table of counts for
genderand income as shown inTable 1 Note that there ar@ey 4+ ny 2+ ny 3 total
observations in this universe. For convenience, we will use the notationt&@enote
a universe withn observations. In most cases, it should be clear from the context which
n observations lie in the universe. In this example, the universe defined as the union of
(1) and (2) will be referred to as df 4+ ny 2+ Ny 3).

In describing universes, we make a distinction between a simple universe and
a complex universe. A simple universe is one that can be described using variable
categories and the intersection set operator. A complex universe is constructed as the
union of multiple simple universes.

All universes formed on the MAS must pass two confidentiality rules: Noe
Marginal 1 or 2 Ruleand theUniverse Gamma Ruldf a universe violates either of
these rules, the MAS will reject the universe query and prompt the user to modify
his selections. These rules are tested prior to performing the user’s selected statistical
analysis on the defined universe.
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TheNo Marginal 1 or 2 Rulaequires that for a universe defined usingariables,
there may not be am— 1 dimensional marginal total equal to 1 or 2 in timeway
contingency table induced by the chosen variables. The univerge; W(ny 2 + Ny 3)
passes thdlo Marginal 1 or 2 Ruléf:

(ni,>30Rn. =0, fori=1,2) AND (n; >30ORnN ; =0, for j=1,...,4)

The Universe Gamma Rulequires that a universe must contain at Iéasbserva-
tions; otherwise no statistical analysis will be performed. The value isfnot given
here since it is Census confidential.

The way this rule is checked is dependent on whether the universe is disjoint or
joint. A universe is classified afisjointif its individual pieces do not share cell counts
in common. For example, pieces (1) and (2) for the universe MJ¢ ny >+ ny3) are
disjoint. Since U4+ Nn12+ Ny 3) is a disjoint universe, the MAS would check that
piece (1) and piece (2) each contain at |dastbservations. Note that the cutpoint
bins ofincomeare combined within piece (2) prior to performing the test; however,
bins representing different classes of an inherently categorical variable would not be
combined. In this case, since ting, andny 3 bins differ from each other only by a
cutpoint variable, they are combined, and the MAS checks:

Npa>T AND (nio+m3) >T

A universe is classified gpint if at least one of its individual pieces shares cell
counts in common with at least one other piece. For example, suppose the user defines
the universe Ut +n13+n14) = (3) OR (4), where (3) and (4) are given by

[gender= femaléd 3)

[$39,000< income< $53 000 (4)

In this case, the observationsngs andn, 4 — females with income in the interval
($39,000, $53,000] — are included in both pieces (3) and (4). Tdxe 2 Since
U(nz. + N3+ Ny 4) is a joint universe, théniverse Gamma Ruleould first check
that pieces (3) and (4) contain at ledsbbservations, following the disjoint universe
scenario. Next, the intersectidn= (3) N (4) # {} would be checked to determine
that| contains at least* observations, wher€* < I' is another Census confidential
parameter. In this example, the MAS checks that the following inequalities are satisfied
before any results will be returned:

N, >T AND (n3+n4) >T AND (ngz+np4) >T"

Once again, the cutpoint bins of income are first combined within piece (4) and within
| prior to the testing of théJniverse Gamma Rulén general, when a joint universe
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Table2: Table representation of the universe defined from (1) and (2).

income
gender| $0 to $28,000, $28,000 to $39,000 $39,000 to $45,000 $45,000 to $53,000 Total
male N1 M2 M3 N4 ny,.
female N1 N2 N3 N4 ny,.
Total n1 n2 ngs n.4 n.
Th ‘ ES ES Th1 ‘ ES ES
Gi|nai1 no2 — Gpi|n ma-1
Gy | o1 Moo G| N1 N2
T ‘ ES ES
=G| O 1
G,| O 0

Figure1: An Example of a Differencing Attack Disclosure.

is considered, all of the non-empty intersections of the pieces of the universe must be
checked to make sure they are sufficiently large.

3.1.2. Confidentiality by Random Record Removal

While the preceding rules provide some protection of the confidential data in the MAS,
they do not completely prevent differencing attack disclosuredifierencing attack
disclosureoccurs when a data intruder attempts to reconstruct a confidential microdata
record by subtracting the statistical analysis results obtained through two queries on
similar universes. Suppose a data intruder first creates two universes on the MAS, U(
and Up—1) (a proper subset of UJ), where both contain the samebservations less
one unique observation, i.eY(n)\U(n— 1)| = 1. The difference U{)\U(n— 1) = U(1)
is a manipulated universe that contains the single target observation. For illustration,
suppose a data intruder has prior knowledge of demographics in a small geographic
area, and in particular is aware of individuals, households or establishments with unique
characteristics within that area. It may be the case that there is only one non-citizen
among thenresidents of the area. Then the intruder may creatg &{d Uh— 1), where
U(n) is the full universe of people in the area anch(1) is the universe consisting of
citizens who live in the area. Suppose the data intruder then requests two separate cross-
tabulations for gender by employment status on these universesdlT, 1, as shown
in Figure 1 Since UA) and Uf — 1) differ by a unique observation,T; will be exactly
the same asI less one unique cell count.

We may perform the matrix subtraction F T,,_; = Ty, where T, is a two-way table
of gender by employment status built upon the one unique observation contained in
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U(n)\U(n—1) = U(1). As shown irFigure 1, T; contains a cell count of 1 in the male
non-employed cell with zeros in the remaining cells, which tells the data intruder that
the one unique observation contained in U(1) is an unemployed male. By performing
differencing attacks similar to the one just described, a data intruder can successfully
rebuild the confidential microdata record for the one unique observation contained in
U(1).

A differencing attack may also be a concern if there are two observations within
an area that have a certain characteristic, particularly if the intruder is himself one of
these two. Suppose, for example, that the universe contains only two non-citizens, one
of whom is the intruder. The intruder could then construct the full universg &i(d the
portion of the universe consisting solely of citizensnd(2). Since the intruder knows
his own personal characteristics, he may manually remove himself frofptd(get
U(n— 1) and then perform a differencing attack as above by comparing-Uj and
U(n — 2) to obtain information on the other non-citizen in the area.

To help protect against differencing attacks, the MAS implements a universe sub-
sampling routine called thBrop q Rule Traditionally, subsampling has usually been
used to estimate parameters when a population is too large to analyze in an efficient
manner and a (usually small) subset can give approximately the same results as the full
population. Our aims are very different here: Dwp g Ruleis intended to remove just
enough observations from the dataset to thwart a differencing attack. In most cases, a
differencing attack performed while tiizrop g Ruleis in place will not lead to a mean-
ingful outcome, and even when it does, the intruder cannot be sure that the outcome
found is the correct one.

The Drop q Ruleworks as follows. A user-defined universe that passes all of the
previous rules hag records removed at random. To do this, the MAS will first draw
a random value ofQ, = g € {2,...,k} from a discrete uniform distribution with
probability mass function B}, = @) = kfll Then, givenQ, = q;, the MAS will
subsample the universe J(by removingq; records at random from Uy to yield a
new subsampled universeJ{ qp).

Within the MAS, all statistical analyses are performed on the subsampled universe
U(n— ;) and not on the original universe j( Each unique universe b that is
defined on the MAS will be subsampled independently according t®tbp q Rule
To prevent an “averaging of results” attack, the MAS will produce only one subsampled
universe U — ;) for each unique universe by, with this unique subsample persisting
for the lifetime of the system. That is, all users who select a specific univerge U(
will have all analyses performed on exactly the same subsampled univarsedyy.

To avoid obvious storage issues, the MAS accomplishes consistent subsampling of

universes by using the same random seed to perform the subsampling every time a given
universe comes up. To receive the full disclosure protection offered yrheq Rule

itis necessary that the seed, while constant for a given universe, differs across universes,
and this can be implemented by having the seed be a function of the set of units in the

universe.
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The discrete uniform distribution is ideal for this purpose because of all distributions
on{2,...,k}, it minimizes the probability that for two similar universes, the number of
observations dropped will be the same for both universes, which is a necessary condition
for an apparent disclosure to be made on a single observation.

Because each value used in tbeop q Ruleis drawn from a discrete uniform
distribution, a data intruder attempting the difference attagk T, ; = T1 may find
results inconsistent with forming two universes wher@U 1) C U(n), as shown in
Figure 2 The values ok;; are the random numbers giving the number of observations
dropped from each cell of Wf in forming U(h— q1). Similarly, the values of;; are the
number of observations dropped from each cell of @) in forming Uph—1—qy)
respectively. Hence:

szij =01,0<xj <1
T

zsz =0,0<yj <o
T

Here,i andj index the rows and columns, respectively, of the contingency table, with the
obvious generalizations involving higher order multiple sums for higher-dimensional
data. The resulting table,Tmayyield a successful disclosure génder= G; (male)

AND employment statusES (unemployed) for the one unique observation contained

in U(1), but it is much more likely to supply nonsense to the intruder. Coupled with
the difficulty of finding candidate differencing attack universes, data intruders will find
their time better spent elsewhere. Section 4 contains a brief overview of the effectiveness
of the Drop g Ruleagainst differencing attack disclosures. The rule is a crucial part
of our disclosure prevention strategy. The contracted work described by Roehrig et al.
(2008) found several instances in which a prototype version of the MAS lacking this rule
was susceptible to differencing attacks, not just in theory but also in practice. However,
their approach was to run a large number of tabulation queries and search for universes
that were almost the same. This method could be partly deterred by slowing down the
system, requiring a wait time between each user query.

Tn—ql ‘ ESl ESZ Tn—l—qz ‘ ESl ESZ
G| Mi—X1 Na2—X2 — Gy |ngi—Yyi1 Mmpo—1-yi1>
Gy | Np1—Xo1 No2—X22 Go|NMi—Yo1 Moo—VYopo
T, \ ES ES
= G1|y11—X11 1+Yi2—X12
G| Yo1—X1  Yo2o—X22

Figure2: Differencing Attack Thwarted by thHgrop q Rule
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The Drop q Ruleis a generalization of the previously usedp 1 RuleandDrop 2
Rule where a small and fixed number of observations were removed before analysis.
These rules led to tables that were susceptible to differencing attacks. One notable
vulnerability could be exploited by starting, as usual, with two universey did
U(n— 1), identical with the exception of one unit, with the intention of performing a
differencing attack. For example, an intruder might know that a certain geographical
region contains exactly one Korean War veteran. The intruder could then consider the
universe of all people in that region, as compared to the universe of all non-Korean
War veterans in the region. However, instead of requesting a tabulation of these two
universes, the intruder may augment each universe by adding to it the full population of
a non-overlapping geographical region of dize- > n, such as a large state that does not
contain the original region. Then a three-way tabulation could be done of veteran status
versus state versus the variable that the intruder wishes to disclose for the augmented
universes Uf-+N) and Ufp— 1+ N). In the case of thBrop 2 Rule itis overwhelmingly
likely that all four of the dropped observations will be in the large region of Nizbus
leaving the portions of the provided tables representing the original region of interest
unmodified. We are currently examining other disclosure rules to prevent this sort of
“padding” attack.

A differencing attack leads to a correct inference when the difference between the
two matrices represented by the modified tables contains a 1 in the correct cell and 0s
in all other cells. In most cases, when Bop g Ruleis used, there are cells with both
positive and negative numbers, and no inference can be reached by the intruder. It is
also possible to obtain an apparent—but incorrect—inference, which occurs when the
difference is a table with a 1 in one cell and Os in all of the others, but the 1 is not in the
correct cell.

3.1.3. Cutpoint Methods

The cutpoints used in universe formation in the MAS are generated by a separate pro-
gram. Various methods exist in the program, and each provides a different set of cut-
points, as influenced by the empirical distribution of a variable. The methods imple-
mented are fixed width, minimum width, increasing width, and partitioned binning. Cut-
points for each variable in the dataset can use a different strategy, but the final cutpoints
for a given variable are generated only once, after choosing an appropriate strategy.
What follows is a basic description of each strategy.

Fixed width binningensures that all bins have the same width. This is implemented
as finding a constanbry, such as 10, so that the distance from the minimum value
to the maximum value of each bin will kery. Because bin widths are constant, the
number of observations in each bin will vary, causing some bins to be sparsely populated
while others are dense. The fixed width is chosen to be the minimum ualyesuch
that all bins contain at leagk\ observations, for some pre-determined vagg. This
can makewryy large, so that the resolution across dense areas of the data is too crude.
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Figure3: Fixed and Minimum Width Binning on 1,000 N(0,1) random samples.

In data following a Gaussian distribution, the bin width will be determined by the tails
and the center bins will be quite dense.

Minimum width binninguses a valuguw and creates bins such that each has as
close tofuw Observations as possible. Identical realizations of the variable will not be
split across multiple bins. For example, considering a numerical varabligh support
N, all observations witlX = 5 will belong to the same bin regardless of the number
of observations wittX = 5. This approach tends to generate bins of smaller width than
other approaches, since it allows for finer resolution in dense areas of the data but allows
the bins to be much wider when covering sparse data in order to include apjgast
observations.

Increasing width binningmay be viewed as a compromise between fixed and
minimum width binning. Increasing width binning starts with a fixed bin widbhy,
which gradually increases as the value of the variable increases. This corrects the
problem in fixed width binning of bins tending to be large, while also allowing for a
consistent bin width, which one does not get in minimum width binning. Considering
income datag,w might equal 25000 atX = 0, but when the cutpoint reach&s=
100,000, ww may jump to 150,000 as a way to deal with sparser data in the tails.
For sufficiently largeX, we obtain a value ofo;y =  once the number of remaining
observations approaches some vatue 20 .

The previous binning methods are all referred to as bottom-up methods since they
begin with some width value and starting point in the data and build bins from there.
Alternatively, partitioned binnings a top-down binning strategy in that it uses the data
as a whole in creating bins. Partitioned binning begins by sorting the data and then splits
the set into two subsets containing approximately the same number of observations.
These two subsets are themselves each splitinto two smaller subsets in the same fashion.
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Table3: Bins created on the datasé¢t,1,2,2,4,4,5,5.

Method Bin1l Bin 2 Bin 3 Bin 4
Fixed W. 1-2 3-4 5-6 NA
Min. W. 1-1 2-2 4-4 5-6
Inc. W. 1-2 3-6 NA NA
Partitioned 1-1 2-2 4-4 5-6
(1-6]
[1-2 [4—6]
[1-1] 2-2] [4—4] [5-6]

Figure4: Partitioned Binning on datas€fl,1,2,2,4,4,5,b.

This process continues as long as there are at frggbbservations in each bin. The
final result is a binary tree of bins of unequal width.

As a quick example of how each method performs on the same data, consider a
dataset 1,1,2,2,4,4,5,8able 3shows the cutpoints, or boundaries, for each bin that the
different algorithms will create. Assume that the minimum number of elements in each
bin is Buin = 2.

The binary tree for the partitioned binning is showrFigure 4. A user may choose
pieces for the universe using any node shown in the diagram.

Each approach has its own strengths and weaknesses, so which performs best on
a given variable depends both on the variable’s support and distribution and on the
properties desired by the user. However, none of the methods considers the underlying
distribution of a variable in building the bins, so there is a necessity to analyze the
performance of a chosen method. Consider how each would perform on a Gaussian
distribution. Fixed width binning may not provide the resolution desired around the
mean, and increasing width binning is primarily useful when the probability density
function of the variable in question is decreasing over most of the range of the variable.
Partitioned and minimum width binning will produce similar results, but the cutpoints
in the minimum width and partitioned approaches may provide binning so fine that the
exact values for some records are at risk.

3.2. Confidentiality Rules for Regression Models

The MAS implements a series of confidentiality rules for regression models, in addition
to the universe restrictions already mentioned. For example, users may only select
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up to 20 independent variables for any single regression equation. Users are allowed to
transform numerical variables only, and they must select their transformations from a

pre-approved list. This prevents the user from performing transformations that deliber-

ately overemphasize individual observations such as outliers. Currently, the allowable

transformations are square, square root and natural logarithm.

Any fully interacted regression model that contains only dummy variables as pre-
dictors poses a significant potential disclosure risk, as described in Reznek (2003) and
Reznek and Riggs (2004). Therefore, users are allowed to include only two-way and
three-way interaction terms within any specified regression model, and no fully inter-
acted models are allowed. Furthermore, a two-way interaction is allowed only if both
of the interacted variables appear by themselves in the model, and a three-way interac-
tion is allowed only if all three variables appear uninteracted in the mamgbach of
the three associated two-way interactions appears. However, interactions do not count
against the 20-variable limit (so that, for example, if a model includes two predictor vari-
ables and their interaction, this is considered two variables, not three, for the purpose
of the limit). Categorical predictor variables are included in the model through the use
of dummy variables for all categories except one reference category. The MAS uses the
most common category as the reference category. In addition, each predictor dummy
variable must represent a category containing a certain minimum number of observa-
tions; if this minimum is not met, the dummy variable is omitted from the model. In
effect, this means that very sparse categories are absorbed into the reference category
level. The minimum allowable number of observations in a category is not given here
since it is Census confidential.

Prior to passing any regression output back to the user, the MAS also checR$ that
is not too close to 1. IR? is too close to 1, then the MAS will suppress the output of
the regression analysis, as releasing the results of the regression would allow estimation
of the response variable with a high degree of accuracy if the values of the predictor
variables for any unit were known. It may also be the case that the regression does not
have an unreasonably hig, but that there is a subset of units for whom the response
variable can be predicted unusually well given the predictor variables. Regressions with
this feature may also be suppressed. The system may also suppress instances where an
interaction term leads to a sparse combination of categories, as this may be a disclosure
risk. If all of these requirements are satisfied, then the MAS will pass the estimated
regression coefficients and the Analysis of Variance (or Deviance) table to the user
without restrictions (except for the absorption of categories mentioned above). If the
requirements are not satisfied, the system may attempt to absorb additional categories of
any categorical predictors into the reference category, as this may result in a regression
whose output is allowed to be released.

Sparks et al. (2008) propose some other confidentiality rules for regression, such
as using robust regression to lessen the influence of outliers, although at the moment
we still plan to use ordinary least squares regression when the response variable is
numerical.
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3.2.1. Synthetic Residual Plots

To determine whether the regression adequately describes the data, diagnostics such as
residual plots are necessary. Actual residual values pose a potential disclosure risk, since
a data intruder can obtain the values of the dependent variable by simply adding the
residuals to the fitted values obtained from the regression model. Therefore, the MAS
does not pass the actual residual values back to the user. To help data users assess the fit
of their ordinary least squares regression models, diagnostic plots are based on synthetic
residuals and synthetic real values. These plots are designed to mimic the actual patterns
seen in the scatter plots of the real residuals versus the real fitted values, or of the real
residuals versus the values of the individual variables.

The first step in creating synthetic residual plots is to create the synthetic dataset in
such a way that the synthetic data mimic the actual data. Using the notation of Reiter
(2003), letx, be a variable in the collected dataset, foe= 1,...,d. In the synthetic
datasetx} corresponds to the original, variable, with the superscrigtindicating the
use of a synthetic dataset. There are various methods to gerprhte this discussion
will follow the method described in Reiter (2003), both for creating synthetic data and
for creating synthetic residuals, and our exposition and notation here mostly follow his.

For categorical variables,, X} are generated from bootstrap sampling the collected
data. If some categories are sparsely populated, there is the potential for averaging
the synthetic residual values at the sparse category to disclose real residuals, but
otherwise this part of the algorithm poses negligible disclosure risk. One possible
approach to this problem is to suppress residuals for categories that are sufficiently
sparse. For continuous variablgs the distribution of the variable is approximated non-
parametrically using a kernel density estimator, and then inverse-cdf sampling is used to
generatex, from the approximate distribution. When Reiter's method is used, there is
no one-to-one correspondence between real observations and synthetic observations, so
there need not be any particular relationship between the size of the actual dataset and
the size of the synthetic sample. This feature helps to protect outliers, as an outlier in the
original data may not appear in the synthetic plot or may appear more than once. In the
case of categorical predictor variables, we let the synthetic sample size equal the actual
sample size, while in the case of numerical predictor variables, we let the synthetic
sample size be the minimum of 5,000 and the actual sample size. This is because when
making the synthetic and actual sample sizes equal in the numerical case, we found
that the system was slow when dealing with large datasets, and that the vast majority
of the time that the analysis took was spent on creating the synthetic residual plots for
numerical variables.

A shortcoming of the method for creating synthetic continuous predictors is that
the kernel density estimator is not able to identify a probability mass at a single point,
but rather will assume that the probability density function should be high in the
neighborhood of that point. This should not invalidate the method, but it will affect the
distribution along the x-axis for a predictor variable such as income, for whom many
people have a true value of 0.
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It should be noted that both of these methods for creating the synthetic data work
with one variable at a time, i.exy are drawn marginally, not jointly, and thus no valid
analysis can be performed based on the joint distribution of the synthetic variables.
This is not currently a major concern, as it is not our intention to release synthetic data
through the MAS. However, this does impose a limitation on the range of diagnostics
that we can make available in the future based on synthetic variables generated using
this method.

The next step is to generate the standardized synthetic resijuats that the
relationship betweet}, andxj, at any pointxﬁp in X3 is consistent with the relationship
betweent andx,, around pointg,. To accomplish this, we must make a different set
of synthetic residuals for each predictor variable. Note Idﬁggtif numerical, will not
necessarily be a value observed in continuous real data, but may be drawn with the
inverse-cdf method.

For each variable, the goal is to give the user something akin to a plot of the
standardized residuals of the full (possibly multiple) regression model versus the value
of xp. For a variablep and an index, define

tep = Dkp + Vip+ Nkp

The first term gives the expected value of the standardized residual for any given
value of p; the second accounts for the variation of the actual standardized residuals
around their expected values (which may change depending on the vakg ibf
heteroscedasticity is present); and the third adds noise to further prevent disclosure.

To calculate the first terr,,, a generalized additive model (GAM) is built foand
Xp. The valueby, equals the value of the GAM curve at the poi§f and is used to
fit the valuestlfp to the general relationship efandxp, ignoring for the moment the
variation oft around its local mean. Note thegtwill differ for every regression a user
requests, and that it is important that the GAM not be overfit. In extreme cases, an overfit
GAM can create some of the same disclosure risks as releasing a regression with a high
R?. There may be some difficulty in avoiding such an overfit in an automated setting.
For categorical variables, a GAM cannot be fit, and webggt= 0 because whenever
a regression including a categorical variable is performed, the mean residual among
observations with any particular level of that categorical variable is 0.

Next, ty, is shifted off the curvedp by vip, which represents the amount by which
the points in the real data aroung}, deviate from the curve. For the case wheges
numerical, we consider the real data standardized resigwahere

j = arg min|Xg, — Xip|

is the index of the unit i, whose value is cIosesttQp. Ties can be broken by selecting
randomly from all tied choices. Having fourjdwe computey, = t; — b;, wherebj, is
the value obtained from the GAM &j,. If X, is categoricalj is the index of a randomly
selected observation in the real data suchxthat- X, so we setyp = t;, sincebjp =0.



92 The Microdata Analysis System at the U.S. Census Bureau

Finally, a noise termme, ~ N(0,0) is added to:fp where, for each regression,
should remain constant so that there is not artificial heteroscedasticity in the synthetic
residuals. The same random seed should be used for all regressions using the same
dependent variable; if this were not done, there would be the possibility of running the
same or similar models a number of times and averaging the different results, creating a
disclosure risk. Careful selection ofis important, as a value that is too small may not
provide enough protection against disclosure, while a value that is too large may cause
patterns that are of interest to a legitimate user to be dwarfed by random variation.

When all steps are complete, the system creates a scatterplot of the synthetic
residuals versus each numerical synthetic predictor variable, as well as a scatterplot of
the synthetic residuals against the fitted value, with a kernel smoother used to show the
general shape of the latter curve. To protect outliers, the scatterplot requires all synthetic
standardized residuals to be in the interval [-4,4], with values that would otherwise be
outside this range truncated appropriately.

Since categorical predictors do not lend themselves to scatterplots, the residual plots
for categorical variables are replaced by side-by-side boxplots. Sparks et al. (2008)
propose that numerical predictor variables be binned in a cutpoint-like fashion, and that
the bins be used to create categories for side-by-side boxplots, which can be returned to
the user instead of scatterplots, with Winsorization being performed to protect outliers.
Since this binning lowers the resolution with which we can see the variable along the
x-axis, Sparks et al. (2008) use it as a substitute for synthetic data.

We are beginning to implement regression diagnostics for logistic regressions in the
manner described in Reiter and Kohnen (2005).

4. Evaluation: Effectiveness of the  Drop g Rule

What follows is a generalization of some results in Lucero et al. (2009a), although that
paper considered an earlier, less secure version obtbp g Rulein which g was a
fixed value chosen in advance. We present only a brief overview of this evaluation here;
full details are in Lucero (2010b). Given a pair of similar universesy)@d Uf — 1),
differing by only one unique observation, withHarge, we consider the effectiveness of
the Drop g Rulein preventing contingency table differencing attack disclosures of the
form Ty = Th_q, — Th-1-q,, @S was shown ifigure 2

For this section, we will consider a contingency table giving the values of two
categorical variables, with the same setup as described in Section 3.1. To make the
notation somewhat less unwieldy, we denote the size of each cell in the contingency
table using a single subscript, as showifigure 5 instead of the double subscript used
previously. In the simplest case, the contingency tablex2Ztwo categories for each
of two variables), but it could conceivably be larger—including either more categories
for a particular variable or more variables, which would lead to more dimensions and
would require a more elaborate graphical representation.
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Figure5: lllustration of notation used in Section 4.

We also leflI = (M4,...,M,) denote the proportions of observations within each of
the cells of T, and let¥ = (W4,...,¥,) denote the proportions within,T;. If nis large,
thenII ~ ¥. Furthermore, leX denote the vector giving the number of observations
removed from each of the four cells whep observations are dropped from, To
produce T_q,, and letY denote the vector giving the number of observations removed
from each of the four cells wheqy observations are dropped from, | to produce
Th-1-q,- A correct disclosure will occur if and only X =Y, and this may occur only
whenq; = 0.

Since sampling with replacement is very similar to sampling without replacement
whennis large, we can say that for a givgnandgy, X is approximately a multinomial
random variable with sizg; and probabilities given b¥I, andY is approximately a
multinomial random variable with siz and probabilities given by. SubstitutinglT
for ¥ and performing some other manipulations gives a formula for the approximate
probability of disclosure for a given number of cells maximum number of cells
droppedk and vectodI = (My,...,M;):

k Xi+...+X3=01 1 2 qll 2
ok (M, My) = ( ) < ' > n¥e.....n% (5
' qlzzz xl,..;go k—1 X1l ... X! 1 J

This formula has a total o(f]jk) — (J+ 1) summands within a rather involved summa-
tion, which makes it cumbersome, but it may be useful in assessing the risk involved
with releasing a given table with a given value lofFurther research may focus on
finding simpler approximations for the value in this sum.

A large number of differencing attacks were simulated, as described in
Lucero (2010b), for a pair of tables, differing by one observation, with 978 and
k€ {3,4,5,6,7}. The data were from the Current Population Survey March 2000 De-
mographic Supplement. The simulation led to the conclusion that the summation in (5)
generally agrees with the empirical probability of a disclosure to two decimal places for
this sample size.

It may also be desirable to find bounds on the summation in (5) in the case in which
IT is not known. This would be useful, for example, if we were looking at the same table,
but for a number of different universes. The derivation of bounds makes use of the fact
that the function in (5) is a Schur-convex function df for more on Schur-convex
functions, see Marshall and Olkin (1979) or Lucero (2010b). The Schur-convexity
allows us to identify the most extreme cases, and leads to the following bounds:
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1 2 k X+ +X3=01 q]_l 2 1 201 1
(1) 2 3 () (G) =axmemisZ @

G1=2 Xq,...X3=0

The righthand portion of inequality (6) says that the probability of an accurate disclosure
is at most the probability that the same valuegokill be chosen for each of the two
tables. The lefthand portion gives a best case for the probability of disclosure, upon
which we cannot improve without modifying which cells are in the table or changing
k (with the proviso that all probabilities are approximate). In particular, the best case is
that all cells of the table include exactly the same proportion of the population, i.e. that

m=(3...,3).

5. Other Approaches

Since the idea of a remote access system has been in existence for several years, a
number of approaches have been proposed that differ from ours to varying degrees, and
we survey some of them here.

Schouten and Cigrang (2003) present a variant of the idea of a remote access system,
which allows outstanding versatility, but is also difficult to create and expensive and la-
borious to maintain. Their proposed system allows users to submit queries by email,
written in any of several statistical programming languages. If a query is approved, the
user receives the results by email. Before the analysis is performed, an automated sys-
tem determines the legitimacy of the request, with particularly difficult cases handled
manually. As with the MAS, certain types of output are allowed and certain types are
not, but since the code is user-generated, rather than generated by the system behind
the scenes, it is challenging to identify all unallowable queries. This is especially true
because, as the authors emphasize, the validity of a query may depend on information
already released as a result of previous successful queries. The authors write, “Comput-
ers are simply not fast enough and the construction of a system that fully evaluates the
risk of disclosure may be too costly and complex and therefore not feasible.” Thus, in a
system like this, it may be necessary to perform some disclosure avoidance analysis on a
query after the result of the query has already been returned. This is not ideal, as a query
that is a disclosure threat might not be identified until its output has already been pro-
vided. However, such a method could be effective if the users are from large institutions
and have signed a contract describing their research and pledging to uphold confiden-
tiality. In this case, the fear of a user or institution’s jeopardizing its future access to the
data may serve as a sufficient deterrent to its deliberately submitting an invalid query.
In this type of system, a username and password would be necessary so that individual
users’ actions could be properly tracked.

Sparks et al. (2008) propose a system—~Privacy-Preserving Anéhyiethat per-
forms a number of methods for disclosure avoidance, including keeping track of the re-
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gression models a user requests and ensuring that only a limited (although large) number
are run for each possible response variable. They also ensure that a user does not make
too many closely related requests.

Gomatam et al. (2005) make a distinction betwestatic serversand dynamic
servers. A static server has a pre-determined set of queries to which it will provide an
answer. A dynamic server receives a query and makes a decision on whether to provide
an answer. A dynamic server—such as the one described in Schouten and Cigrang
(2003)—would keep a running record of all previously answered queries, and whenever
a new query was submitted, it would be compared against the list to determine whether
providing an answer would lead to a disclosure risk when the new answer was combined
with previously provided answers. A dynamic server has the highly undesirable property
that the order in which queries are submitted by the collective group of users plays a
large role in determining which queries are answered, and that eventually the server
reaches a point where no new queries can be answered. Since queries are answered
or rejected as they are received, the set of queries that are ultimately answered is not
the result of a careful assessment of which analyses would provide the most utility to
legitimate researchers while keeping disclosure risk at an acceptable level. Gomatam
et al. (2005) write that “[w]hether dynamic servers are possible remains an open
guestion.” The MAS is at its heart a static server, since it operates under a set of rules
that do not depend on previous queries. However, it operates in a dynamic fashion, since
the rules are checked for each new query that is submitted, rather than comparing it to
a pre-computed list, as creating such a list would be prohibitive. In a way, the MAS
does not fit into the framework of Gomatam et al. (2005), as it sometimes will provide
regression output that is less detailed than the user might have liked instead of refusing
output altogether.

Another approach to protecting privacy from a query-accepting statistical database is
to suppress from any tables any cells that are deemed a disclosure risk, either directly or
indirectly. Adam and Worthmann (1989) discuss this possibility and note that in certain
systems, cell suppression is not a feasible solution to the disclosure problem.

6. Future Work

The MAS will continue to be developed within DaaRRETT. We will soon be testing

the software itself and the confidentiality rules within the MAS beta prototype to
ensure that they properly uphold disclosure avoidance standards. We will draft a set of
confidentiality rules for cross-tabulations, and add different types of statistical analyses
within the system. We will explore other types of differencing attack disclosures, and
investigate ways to prevent such differencing attacks. Also of potential interest is doing
more theoretical explorations to evaluate disclosure risk. For example, it would be of
interest to determine the probability of a correct disclosure given that there is an apparent
disclosure resulting from a differencing attack. If this number were small enough, it
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could lead to a higher level of protection for the system, as an intruder would not be
able to be highly confident of the correctness of an apparent disclosure.
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Multiplicative noise for masking numerical
microdata with constraints

Anna Oganiah

Georgia Southern University

Abstract

Before releasing databases which contain sensitive information about individuals, statistical
agencies have to apply Statistical Disclosure Limitation (SDL) methods to such data. The goal
of these methods is to minimize the risk of disclosure of the confidential information and at the
same time provide legitimate data users with accurate information about the population of interest.
SDL methods applicable to the microdata (i.e. collection of individual records) are often called
masking methods. In this paper, several multiplicative noise masking schemes are presented.
These schemes are designed to preserve positivity and inequality constraints in the data together
with the vector of means and covariance matrix.
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1. Introduction

When statistical offices release information about individuals, they face two conflicting
goals: preserve confidentiality of the data—identities of the data subjects and values
of sensitive attributes— and at the same time, release useful information for policy,
research or other purposes.

Data may be released in two formats: microdata (i.e. collection of individual records)
and tabular data. Release of microdata is often considered to be more dangerous from
the point of view of the disclosure risk, but at the same time the range of statistical
analyses may be wider for the microdata comparative to the tabular data.
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This paper focuses entirely on the microdata releases. Multiple means of access to mi-
crodata records exist, including restricted data centegs ANES; MEPS; SSDS), licens-
ing [NCES] and remote access servers [Gomagaal]. These are effective, but they do
not meet all needs, and many agencies also release deliberately altered microdata publicly.

For public microdata releases, the role of statistical disclosure limitation (SDL) is to
alter the data in a way that maintains the utility but limits disclosure risk.

Many Statistical Disclosure Limitation (SDL) methods can be used to prepare
microdata releases. Of course, the initial step is to remove explicit identifiers for
individuals —names, addresses and social security numbers.

Almost always, removal of identifiers alone is inadequate. Rare attribute combina-
tions (for example, a 17-year old widow) can lead to re-identification. Moreover, in
high-dimensional data, virtually every subject may have a unique set of attributes. There-
fore, almost invariably, released data attributes must be modified. Some SDL techniques
coarsen the resolution of the data; for example, date of birth can be replaced by age,
and age may be reported in five-year intervals. Extreme attribute values can be top- or
bottom-coded.

Another approach is to generate synthetic records, which are draws from a distribu-
tion (typically, a posterior predictive distribution) representing the original data.

Other methods actually change attribute values. Examples are addition of noise, data
swapping and microaggregation [Katral. (2006); Oganian and Karr (2006)]. We term
methods whose output is a perturbed version of the originaltdatperturbation meth-
ods. This paper focuses on one of these —a perturbation by means of externally gen-
erated “noise.” Each specific perturbation method has consequences on both disclosure
risk and data utility. Some limit risk effectively but are poor at preserving utility, while
others yield high utility, but at the price of high risk. No method is superior with respect
to both. Oganian and Karr (2006) show how to combine two methods with the goal of
capturing the good aspects of each.

From a data utility perspective, it is important to preserve qualitative characteristics
of data, for example, positivity constraints of the fok> 0 for some variables and
inter-attribute relationships such as linear inequalities. Age, many economic variables
(gross income, taxes) and many demographic variables (number of employees, number
of students in the sixth grade) obey positivity constraints; examples of inequality
constraints are “Federal taxes gross income”, “number of salaried employe€s
number of employees” and “year of birthyear of death.”

There is also a risk aspect. Because such characteristics are derived from domain
knowledge available to both legitimate data users and intruders, failure to preserve them
poses a disclosure risk: the extent to which constraints are violated can be informative
about the nature and intensity of the SDL applied to the data.

Some SDL methods preserve such characteristics more by coincidence than by de-
sign, and only partially. For instance, data swapping preserves positivity, but not multi-
attribute constraints. Microaggregation preserves positivity, but whether it preserves lin-
ear inequalities depends on specifics of the implementation.
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In this paper, we present several SDL methods applicable to numerical data that
preserves positivity constraints, inequality constraints and the first two momémes
vector of means and covariance matrix.

For the purposes of this paper, the original and released (which we hereafter term
masked) databases are flat files in which rows represent data subjects (individuals,
households, business establishments, ...) and columns numerical attributes of those
subjects. We denote the original dataXyand the released (masked) dataXpy We
assume that some variables{nare nonnegative, others can take positive and negative
values. The goal is to obtai,(j) > O for those variable§ which are nonnegative in
the original data, als¥, should have the same mean and covariance matdy.as

As background, the analogous procedure for addition of noise to unconstrained
numerical data is as follows. L&l, be the covariance matrix of, —in practice, one
can use either the usual empirical estimator or a shrinkage-based estimakas. Qdte
a parameter chosen by the agency; then

(Xo—EXo]) +E
Vitk

where the nois& has distributiorN (0, kX,), has the requisite properties [Oganian and
Karr (2006)]. Note that the value &fneed not be released, even if it were made known
that the method of SDL is addition of noise. Ks— 0, X, becomes a very simplistic
form of synthetic data [Reiter (2002)], and any non-normal distributional characteristics
of X, are lost.

The structure of this paper is the following: several multivariate noise protocols that
preserve the first two moments are presented in Section 2, close forms for higher order
moments are given in Section 3, the extension of these protocols to satisfy inequality
constraints is described in Section 4 and the results of the numerical experiments are
reported in Section 5.

Xm = E[Xo] + (1)

2. Multiplicative noise protocols

Suppose thak, containn records, each witld numerical attributes. Some of the
attributes are nonnegative, denote thégh. We wish to construct and release a masked
data selX;, with these characteristics:

XmP >0 )
EXm] = E[Xo] ®)
2(Xm) = 2(Xo), (4)

whereX,,P are the masked values ¥§P andZ(-) means “covariance matrix ¢f).”
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Oganian and Karr (2011) proposed a masking scheme which preserves the positiv-
ity, means and covariance matrix. The basis of this scheme is to use multiplicative noise,
implemented by taking logarithms, applying additive, normally distributed noise and ex-
ponentiating. This scheme works only if all the variables in the data set are nonnegative.
Below are the detalils.

Let E be noise that is conditionally independentXfgiven E[X,] andZ(X,), and
satisfies

E[Xooexp(E)] = E[X] ®)
Z(Xooexp(E)) = (1+K)2 (%), (6)

wherek > 0 is an agency-chosen parameter amttnotes elementwise matrix multipli-
cation (Schur or Hadamard product). That s, the exponentiationin (5), (6) and elsewhere
below also takes place componentwise. Then

(V1I4+Kk—1)E[X] + [Xooexp(E)]
V1+k

Xm = (7
satisfies (2)—(4).

For normally distributed noisg, Oganian and Karr (2011) showed that the following
vector of meangig and the covariance matr: should be chosen fdg to satisfy (5)
and (6):

Zdi,j):log(l+%), i,j=1,....d (8)
pe(i) = —oe(i)/2,  i=1,....d. 9)

Here,d is the number of the dimensions in the data.

Note that the fact that the original data are multiplied by the lognormal noise does
not mean that such a noise introduce a significant skewness to the data. In fact, because
of the specific choice of the parameters of the lognormal distribution, the introduced
skewness is minimal. In particular, from (8), the variance of the lognormal noise is
less thark, wherek is a parameter of the method and typically smalf.0.15. The
lognormal noise with such a small variance is practically symmetrical with very slight
skew to the right, to the point that its distribution is almost indistinguishable from a
normal distribution.

If the data set contains not only nonnegative variables but variables with negative
values as well, the scheme described above cannot be applied directly. The variables
with negative and positive values may lead to

<0 (10)
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Figure1: Example of a data set when covariance matrix for noise cannot be computed.

so, the covariance matrix (8) cannot be computed. After experimentation with different
data sets, it was noticed that for some very rare distributions of valués’ pf10) may
still hold. This will happen when positive variables are negatively correlated and when

k

EX(i)X%o(])] < 17K

EX(NIEXo(])]
For positive variables this may happen only when the values of the variables are strongly
aligned along the axes. Example of such distribution is shown in Figure 1.

One possible solution to this problem is described in [Oganian (2010)] which consist
of converting all the variables to z-scores and making these z-scores nonnegative by
adding some value (or vector —for multivariate dai&j, such thatag > |min(Z)|.
Denote these nonnegative z-scoresZhy Then masking scheme described by (7), (8)
and (9) can be applied @, and after that the resulting data are returned to the original
scale:

(V1+k—1)lag+ [Zpoexp(E*)]

Zm = V1Fk ()
Xm= (Zm—lag)o oo+ E(X) (12)

where g, is the main diagonal of, and the nois€e? has the following mean and
covariance matrix:
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K2, (1, j .
ZEZp(i,j):Iog<1+W(lzpj()m>, ij=1,....d (13)

ue, ()= —0e, ()/2,  i=1,...d. (14)

whereZ, (i, j) is the(i, j) element of the covariance matrix &§.
Masked data, in this case can be represented as

(ZpoexpE®) + (vV1+k—1)lag

Xn = ( NeEw ~lag) 0 oo+ E(Xo) =
~ [Xooexp(E?)] —E(X,) oexpE?) 4o olagoexpE?) n
a VItk
E(X)v1+k—lagooy,
+ JTTk (15)

It is easy to see that such scheme preserves the means and covariance matrix:

E(Xn) =~ [E(%) ~ (%) + 000lag - 0olag+

+EXo) V14K =E(X) (16)

The equality in the formula above follows from the fact that the noise is independent
from X, andE(expE®)) = 1.

s ) 2(2SRERD)ooll) Z5()eREN ol

VItk ’ vV1+Kk B
_ W(yr K)cov(Zp(i),Zp(j)) =

— 04(1)0o()COr(Xo(i), Xo( 1)) = Zofi. ]) (17)

wherecoV-) andcor(-) denote covariance and correlation(gf respectively. Note that
the second equality in the formula above follows from the property (6).

Oganian (2010) shows that masking scheme (15) with the specific choiegfoill
never lead to the case described by (10).

In particular, first, let us see what are the possible valuesafiin this scheme.
lag should be greater thamin(Z)|, however, a very bidag may lead to a negative

masked data (this follows from equation(12)), which violates positivity constrants for
the variables<{,P.
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From (11),Zn, is minimized wherg, — —oo:

(v1+k—1)lag
V14K

min(Zm,) >
From (12),min(Xq) is larger than

Oo+ E(xo) (18)

To preserve positivity in the masked data, it would be enough to require positivity of
(18). So, we have an upper bound fag:

lag < @\/w K

0o

where division is done componentwise.
The lower bound fotag is |min(Z)|. For nonnegative variables with zerlosin(Z)| =
E(Xo)/00. SO, the lower and upper bound fag are:

EO9) < jag< B ik 19)

Oo o

Let us consider a few choices ftag in this range. If we chooskag = E(X,)/0o,
then the scheme with-scores transformation (15) is equivalent to the scheme without
transformation (7). In fact, it is straightforward to verify that the masked data in this
case can be written as:

(V14+Kk—1)E[X] + [Xooexp(E®)]

— 20
Ko VITK (20)
Expression (20) is almost identical to (7) except the second term in the nominator:

[Xo 0 exp(E®)].

Below we will show that even this term is identical in both schemes. In particular,
after the application of our masking scheme to the positigeores, nois&* has the
mean and covariance matrix defined by (14) and (13) respectively.

Note, that

(i) cor(Xo(i), Xo( )
E[Zp(1)Zp(])]  E[(Zll_ED 4 jag(i)) (PeULEDSUD) 1 jag(j))]

0'0(

oo X))
EXe()/T0(1) * Xo(})/To(1)]  EDo(i)Xe(])]
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So, whenlag = E(X,)/0,, the transformation to positive—scores does not make
any changes in the original scheme (7).

Now let us consider another extreme fag: lag = \/_1+ K)E(Xo)/00.

It is easy to verify that masked data in this case can be ertten as:

(V1+k—1)E[X;] oexp(E?) + [X, 0 exp(E?)]

= 21
K ik (1)
Covariance matrix for the noise for this scheme is:
Fe, (1) =log (1+ g 21200 ) (22)
e () EZy()Zp(])

To prove that the expression under logarithm of (22) is always positive, let’s express
it in terms of original data.

Xo(i) +E(X(i)) (vV1+k—1))

Zy(i) = 0

Itis easy to see that

E[Xo(1)Xo(j)] +KE(Xo(i))E(Xo(]))
oo(i)oo(])

ElZy(1)Zp())] =

koo(i)oo(j)eor(Xo(i), %o(i)) >:
Xo(1)Xo(])] +KE(Xo(i))E(Xo(]))

(14 EXe() X ()]
'°g< EXe()%(])] 1 KE(Xe(1) E (X <>>> (@)

The expression under the logarithm in (23) is always positive for the nonnedative
SO we can always compulg:, . In the same way, it is possible to show that no other
value forlag (in the range of its possible values) can guarantee positivity of (10) for all
possible data sets.

When the data set contains variables which can take positive and negative values
together with nonnegative variables, the scheme with z-scores transformations will work
too. First the data should be made nonnegative by addigX,)| and then scheme
(21) is applied to this data. Last, to return the data to the original location, we have to
substractmin(X,)| from the result of the previous step.

Ze,,(i,]) =log <1+ |
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3. Preservation of higher moments

Multivariate noise protocols described in Section 2 maintain positivity and the first
two moments. Exact preservation of higher-order moments is not guaranteed. Here
we consider the extent to which higher-order moments can be distorted by the scheme
with z-scores transformation, which has a wider range of applicability than the scheme
without z-scores transformation

Consider theP-th (mixed) momentE (Xmt Xmb? - - - Xmi), whereP = 59 | pi:

: (VTR DE (X)) eXBER(1))+
rle " “_l( VLK

%o ) XPE®()) 1 (s (P
AR et AR 0)

< (VI K—1)PEPI (X)) expl(py — 1)) E® (1)) %ol ) x

xexp(ijEZp(j)))} (\/m](-)z] 1Pi 5 ”id: “_lxo }

E | expl iijZw))} X (VIFR= 1)) ﬁ (F’i) EPI ) Xo(J)].

lj

Note thatW = Z?:l piE*(j) is a weighted sum ofl normal variables that are not
independents but are jointly normal. SW,is a normal variable too. Thus, e}fy) is
log-normal with mean equal to egpy + 0.5Varny). Then, since

ElexpW)] =

[ d
= exp ijue +05<Zip,ZZEZ (1) + Zijplzezp(jl)>]
: 1<

d
=exp —05Z'ZEZ i +05<Z'ZZEZ i +ZZ| i Zg,, (i)

pj(pj—1)

d( (14 KEXo()?] )f ( (14 KEXo( ) %o(1)] )“J“"
EX (112 1 KEZXo(]) [ ER() %]+ KEXo() %1

" (24)
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we obtain
(V1+k— 1211PJ J)
[I_lxm ] [I_lxo ] (VI K)Zi-oP
¢ o\ EX
J X X (25)
ﬂ(n) ﬂ(E[xou)ZHkEZ[xom)

(L+K)EXo(J)Xo(1)] PP d e
XJE'<E[X0(j)xo(|)]+kE[Xo(j)X0(I)]> JIJE" Xo(J)]-

up

Now, (25) can be written as
d
E M(])pj] —E[ Xo(] E[ ]
fror | ~e|fpeor| i 5 2
\/m 1 Z, 1(Pj—ij)

d /p i
Xﬂ(i,-])Ep [Xo(])] Wi an
(26)

whereu; € {(p1—1),p1}, Uz € {(p2—1),p2} -+ Ug € {(pa — 1), pa}, such thau, u,
~ Ug # {p1, P2+~ pa} and

§ ()2 pj(pé—l)
A= ﬂ( et >1> "
1+k VEXo(j)Xo(1)] PP

L < +kE[Xo(J)Xo(|)]>

From (26) we see how the moments of the original and masked data are related. If
the agency decides to release information about masking algorithm —in particular the
value ofk, then this formula can be reported to data users, allowing them to adjust
their analyses and to calculate the original moments. To compute the original moments
users would employ expression (26) recursively: first and second order moments of the
original data in (26) can be substituted by the corresponding moments computed on
the masked data. All higher order original moments can be computed recursively using
formula (26). However, the safety of the releasknig problematic in some scenarios,
because doing so might lead to attribute disclosure risk for some records.

A question of practical interest is how large the expression (26) can be, compared
to the corresponding original moments. Because the masked data are scaled to have the
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same covariance matrix as the original data, higher-order moments seem unlikely to be
grossly inflated, but it is possible. In most our experiments with different data sets, third-
order moments were only 2.5% larger than the original moments on average for skewed
original data with outliers, such as the lognormal data sets described in Section 5). For
the symmetrical data sets with the same covariance matrix as the lognormal ones, they
were only .15% larger than the corresponding original ones. Fourth-order moments were
about 15% larger on average for the lognormal original data and only .8% larger for the
symmetrical data. In general, the discrepancy increases with the order of the moment,
but only slowly.

4. Inequality constraints preservation

Suppose our original data in addition to positivity constraints also have inequality
constraints of the fornX > Y. For example, masking an income data with the variables
“Gross income” and “Federal taxes" should produce a masked data such that “Gross
income> Federal taxes”. The protocols described above can be used as building blocks
of a new scheme which would guarantee the preservation of inequality constraints. This
scheme is the following:

e Apply the multiplicative noise scheme 1o, [X, — Yo]). Denote the result by
(Y, X —=Yo]")
e The masked data corresponding ¥3,Y,) are(Xm, Ym) = (Y* + [Xo — Yo]*,Y*)

It is easy to see that this scheme preserves the means and covariance matrix.

E(Xm, Ym) = E(Y"+ [Xo—Yo| ", Y7) =
= (E(Yo) + E[X—Yo]), (E(Yo)) = (E(Xo),E(Yo))
COMXm, Ym) = CoM Y™ + [Xo — Yo| ", Y*) = var(Yy)+
+cov[Xo — Yo, Y*) = var(Yo) + coU[Xo — Yo], Yo) =
= var(Yp) + couXo, Yo) — var(Yy) = couXo, Yo)
var(Xm) = var((Y* + [Xo — Yo|*) = var(Yo) + var([X — Yo| )+
+ 2cou Yo, [Xo — Yo]) = var(Xo)

The scheme can be readily extended for the cases when multiple variables are related
by inequality constraints. For example, suppose
)(01 > X02 > X031 thenxml = X§ + [XOZ - )(03]* + [XO]_ - )(02]*1 Xm2 = Xék + [XOZ _X03]*
andXmz = X3.
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Or in general case Ko, > Xo, > -+ > Xo_, > Xo|

|
X =X+ 3 Koy s — X" (27)

j=I+1

5. Numerical experiments

Both multiplicative noise schemes (with and withaescores transformation) were im-
plemented and evaluated on different data sets. These data sets have different distribu-
tional characteristics: a skewed distribution with many outliers and a symmetrical one
without outliers. The symmetrical data sets had a multivariate normal distribution and
the skewed sets were log-normally distributed. 500 replicates of three-dimensional nor-
mal and lognormal sets were generated. Each set h&iDQ0ecords. They were mod-
erately correlatedcpr = 0.5). The log-normal sets had means around 2 and variances
ranging from 4 to 16. These sets had outliers —values close to 50 or larger.

The normal sets had means aroun8l 8nd variances ranging from 5 to 10. The
variance inflation factok was chosen to be. 05 as recommended in Oganian (2003).

The experiments showed that means were very well preserved for both schemes
and both types of data: the ratio of masked and original means showed only a very
small variation around 1. The results on variance/covariance matrix were different for
skewed and symmetrical data sets. The experiments showed that covariance matrix was
preserved for the symmetrical data sets without outliers. There was slight variability in
variance/covariance matrix inflation, defined%g/2,, where/ denotes elementwise
division. Values of this ratio ranged from 0.98 to 1.02.

There was more variability in variance/covariance matrix inflation for the skewed
data sets with outliers. Values of this ratio ranged approximately framid13. The
scheme withz-transformation resulted to be slightly more stable: variance/covariance
inflation ranged approximately from®to 12. However, the average and most frequent
value were 1 in both schemes and both types of data sets, as expected.

Such variability over replications is not very surprising in light of the nature of the noise
and the variation in log-normal original data, which as noted above had a number of large
outlying values. Records in the original data with big values —especially outliers— can
undergo significant changes when multiplied by noise, distorting the covariance matrix.

One possible solution to reduce variability in the resulting masked data when the
original is skewed and/or has many outliers is to apply different levels of noise to
different zones of the data, as discussed in Oganian and Karr (2011). It is illustrated
in the Figure 2, where zone 1 is masked with the paranigtend zone 2 with the
parametelk, < k;. Because all the protocols presented in Section 2 are designed to
preserve the mean and covariance matrix of the original data, we can apply different
independent noises to different zones of the data and the covariance matrix of the masked
data should be the same as that of the original data.
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Figure2: Two zones of masking: black points correspond to the first zone of masking
and grey points to the second zone.

Two-zone masking was implemented with different valuek @r the same three-
dimensional lognormal data as in the experiment with only one zone. The first zone
consisted of all the points from 0 to 15; all the other records were included in the second
zone. For the second zone we ch&se- 0.01. For the first zone we chokg= 0.15.

This approach reduced variability in the covariance matrix of the skewed data
significantly: in 95% of replicates of the masked datg/X, was in the interval of
[0.98,1.02.

Optimal ways of variability reduction in the masked data when the original have
outliers and severe skewness are the subject of our current and future research.

Note, that the multiple-zone masking may be used for other goals. For example,
suppose a numerical variable in the data set has a lot of zeros, which happens often in the
household data. Suppose the same numerical variable is paired with an indicator variable
I, such that whem = 0, it is strictly positive and wheh= 1, it is zero. Examples df
are “In the labor force” or “Income is greater than taxable min”. If the agency wants to
preserve such a relationship in the masked data, they can separately mask records paired
with different values of the indicator variable leaving zeros in the numerical variable
unchanged. Again, because our protocols preserve means and the covariance matrix, the
first two moments of the overall data should be preserved.

Last, we want to discuss the disclosure risk associated with the method. Our mea-
sures of disclosure risk focus on re-identification disclosure risk. Re-identification dis-
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closure is defined as an average percentage of correctly identified records when record
linkage techniques [Jaro (1989)] are used to match the original and masked data. Specif-
ically, we assume that the intruder tries to link the masked file with an external database
containing a subset of the attributes present in the original data [Oganian (2003)]. The
overall re-identification risk of the multiplicative noise is very small. Our experiments
showed that only about 8% of records could be correctly identified in both schemes.
So, the multiplicative noise can be successfully compared with the most protective meth-
ods, like microaggregation and rank swapping, at the same time performing significantly
better than those in terms of utility.
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